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PREFACE

A Government of India is committed to leveraging advances in Information and Communication
Technologies (ICT) for the benefit of the common man, especially in the rural areas. The
Government of Rajasthan is also determined to make efforts to effectively use Information
Technology for delivering quality services to citizens and quicken the overall development of
the State through improvement of Intra-government and Government i citizen Interface.

A For successful implementation of the e-Governance projects, robust communication network
(Voice, data and Video) is the first and foremost requirement. The said communication
network can only be obtained by setting up of a State Wide Area Network (RAJSWAN).

A Government of Rajasthan is considering appointment of a Bidder (herein after referred to as
iRaj SWAN Operatoro) to supply, install, c
Wide Area Network (RajSWAN) in an efficient and effective manner on a BOOT Basis for a
period of five years.

A Bidder has to quote for the supply, installation, implementation, Commissioning, Operations
and maintenance of the RajSWAN for the entire Contract/ Project period, in accordance with
the various provisions of this RFP document.

A RajCOMP on behalf of Government of Rajasthan hereby invites sealed tenders from IT and
Communication companies/ corporations, for supply, installation, implementation,
Commissioning, Operations and Maintenance on BOOT basis of Rajasthan State Wide Area
Network (RajSWAN) in the state of Rajasthan. The bidder shall be selected as per the
procedures described in this Document.

A Bidder shall submit three sealed envelopes containing:

A Part-lin Envelop-I: Two hard copies consisting of One Original and One Copy
of the Pre-Qualification Bid and One softcopy in the CD.

A Part-ll in Envelop-Il: Two hard copies consisting of One Original and One
Copy of the Technical Bid and One softcopy in the CD.

A Part-1ll_in Envelop-Ill: One hard copy of the Financial/ Commercial Bid and
One softcopy in the CD (only in MS-Excel Sheet Format).

A The last date for submitting the complete tender document is 28/07/2010 to the following
address which is also to be used for all communication in regards to this bid process: -
RajCOMP
1% Floor, C-Block, Yojana Bhawan,
Tilak Marg, C- Scheme, Jaipur- 302005

A Please note that a pre-bid conference would be held on 24/02/2010 in the office of: -
Committee Hall, B-Block, 1* Floor, C-Block, Yojana Bhawan, Marg, C- Scheme, Jaipur-
302005

A All the communication including this RFP and the bid documents should be signed on each
page by the authorized representative of the bidder.
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CHAPTER-1
DEFINITIONS & ACRONYMS

Representative

ATP Acceptance Test Plan/ Procedure.

Agreement The Agreement to be signed between the successful Bidder and Government
of Rajasthan.

Authorized Any person authorized by either of the parties.

Bidder

The company/ corporation who will participate in the bidding process.

BHQ Block Head Quarter (Block Level Office)
BoM Bill of Material.

BRI Basic Rate Interface.

BSP Bandwidth Service Provider

BTS Base Terminal Station.

Co-located office

Co-located office means an office situated in the same building or within a
range of 100 meters from RajSWAN POP.

Contract Used synonymously with Agreement.
Contract/ Project | The Contract/ Project Period shall commence from the date of issue of work
Period order till five Years of Operations & Maintenance Services after commissioning

of both i.e. Vertical and Horizontal Segments

Corrupt Practice

The offering, giving, receiving or soliciting of any thing of value or influence the
action of an official in the process of Bidding or Contract execution.

CARISMA 060Computerization and Refinement of
Account so. P r @i RaicDepamnient, ISaveronteat pf Rajasthan.

CARISMA The vendor who has supplied & established the CARISMA network & who is

Operator also responsible for its operation & maintenance

CSC Common Services Centre.

DOIT&C Department of Information Technology and Communication, Government of
Rajasthan.

DHQ District Head Quarter (District Level Office).

Default Notice

The written notice for Default of the Agreement issued by one Party to the
other in terms hereof.

FMS

Facility Management Services (Operations & Maintenance)

Final Acceptance

The acceptance testing of the entire network including equipment installed at

Test (FAT) all the segments/ levels.

Fraudulent A misrepresentation of facts in order to influence a procurement process or the

Practice execution of a Contract and includes collusive practice among Bidders (prior to
or after Bid submission) designed to establish Bid prices at artificial non-
competitive levels and to deprive the Government of Rajasthan of the benefits
of free and open competition.

G2C Government to Citizen

G2G Government to Government

GoR Government of Rajasthan

Gol Government of India

Good Industry The exercise of that degree of skill, diligence and prudence which would

Practice reasonably and ordinarily be expected from a skilled and experienced Bidder
engaged in the same type of undertaking under the same or similar
circumstances.

GP Gram Panchayat

Guaranteed The amount payable to the successful Bidder under the Agreement for the

Revenue performance of the Bidderés Contract

HDMS Help Desk Management System

IPS Intrusion Prevention System

ISDN Integrated Services Digital Network

Name & Signature of the Bidder along with Seal
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Implementation The period from the date of signing of the Agreement and up to the issuance of
Period FAT Certificate of RajSWAN.

LAN Local Area Network

Law Any Act, Notification, Bye Law, Rules and Regulations, Directive, Ordinance,
Order or Instruction having the force of law enacted or issued by the Central
Government and/ or the Government of Rajasthan or any other Government or
regulatory authority or political subdivision of government agency.

LOI 6Letter Of Intentd issued by t kemsonpfthe
purchaser to place the Purchase Order with the successful bidder.

NBD Next Business Day.

Network Network consists of Active as well as Passive, Wired or a combination of both
Wired as well as Wireless, Internet, Data, Voice and Video & Security
components.

NIC National Informatics Centre.

MLLN Managed Leased Line Network.

MTTA Mean Time Taken to Attend.

MTTR Mean Time Taken to Repair.

NMS Network Management System.

NOC ONet wor k Operations Centerd at Yoj an

O&M Operations & Management.

OEM Original Equipment Manufacturer.

PO Purchase Order.

PoP Point of Presence.

PS Panchayat Samiti.

PTMP Point to Multi Point.

PTP Point to Point.

Purchaser RajCOMP, GoR.

QGR Quarterly Guaranteed Revenue.

QGR-Typel Quarterly Guaranteed Revenue i against commissioning of Vertical Segment.

QGR-Type2 Quarterly Guaranteed Revenue 1 against commissioning of Horizontal
Segment.

RajSWAN/ Rajasthan State Wide Area Network.

RSWAN

RajCOMP Implementing agency for RajSWAN and designated by GoR.

PRI Primary Rate Interface.

SLA Service Level Agreement.

THQ Tehsil Head Quarter.

RajSWAN The bidder who will be finally selected and with whom the contract will be

Operator signed.

UAT User Acceptance Test.

WAN Wide Area Network.

SDC State Data Center located at Yojana Bhawan, Jaipur.

SecLAN Secretariat Local Area Network.

SHQ State Head Quarter located at Yojana Bhawan, Jaipur

UTP Unshielded Twisted Pair

ZP Zila Parishad

RajCOMP
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CHAPTER-2

INVITATION FOR BIDS

2.1 The Government of Rajasthan (GoR) wishes to establish a State Wide Area Network
(RajSWAN) in the State of Rajasthan. The RajSWAN is envisaged as the network for data, voice
and video communications throughout the state. RajSWAN would act as the vehicle for effective
implementation of Electronic-Governance (e-Governance) across the state.

2.2 RajSWAN will be based upon open standards, state-of-art technologies, and suitable
topology and with the flexibility to expand/ upgrade to cover all parts of the state. All existing
and future e-Governance Applications, Communication and IT infrastructure would run
across RajSWAN.

2.3 RajSWAN will be scalable and high capacity network to carry data, voice and video traffic
between different offices of GoR at State, District and Block Level linked with State Head Quarter
(SHQ), District Head Quarter (DHQ) and Block Head Quarter (BHQ) respectively.

2.4 The RajSWAN will have a single point Internet gateway at SHQ for all the network nodes/
offices of GoR covered under RajSWAN.

2.5 Before bidding, bidder is advised to visit SHQ, DHQs and BHQs including the SecLAN buildings,
State Data Center (SDC) or any other office/ legacy network(s) that is either connected or where
connectivity may be required.

2.6 The Bid document may be purchased by any interested bidder on submission of a written
application along with the Bid document fee of Rs. 10,000/- (non refundable) only in cash or
demand dr aft iManfaagvi ongr Dad fr etch gayabhle aRlaipuC & Md adfice of the
tendering authority during office hours on any working day. In case the bid document is sought by
post then an additional fee of Rs. 100/- towards postal charges is to be submitted along with the bid
document fee.

2.7 The complete bid document has also been published on the GoR website
http://www.rajasthan.govinand on Raj COM®BG:/Avww.ejecampheat for the purpose
of downloading. The downloaded bid document shall also be considered valid for participation in the
bid process but such bid documents should be submitted along with the required Bid document fee
as mentioned above.

2.8 Please note that a pre-bid meeting of prospective bidders is scheduled on 24/02/2010 in the
Committee Hall of the RajCOMP, 1% Floor, C-Block, Yojana Bhawan, Tilak Marg, C- Scheme,
Jaipur- 302005, Rajasthan. The objective of this meeting is to address queries of the prospective
bidders related to the RajSWAN Project/ Bid document.

2.9 All the communication/ correspondence including the bid document (Pre-qualification,
Technical and Commercial Bid) should be signed and stamped on each page by the
designated authorized representative of the bidder.

2.10 The Bids can be submitted up to 15:00 hrs on 28/07/2010.

2.11 Bids would be considered only in the prescribed form/ document. Bids not submitted in
prescribed form will be summarily rejected.

Name & Signature of the Bidder along with Seal
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2.12 The Pre-qualification Bids will be opened on 28/07/2010 15:30 hrs and in the presence of
designated representatives of the bidder. The qualifying bids of the Pre-qualification evaluation
process shall only be considered further for Technical evaluation and like wise the qualifying bids of
the Technical evaluation process shall only be considered finally for Commercial/ Financial bid
opening. The Financial/ Commercial bid will be opened in the presence of the bidders / designated
representatives on separate date and time which will be notified to all bidders (technically qualified).

2.13 The complete bidding process is defined in ensuing chapters.

2.14 RajCOMP (The Purchaser) reserves the complete right to accept or reject in part or full any or
all the offers without assigning any reasons whatsoever. No further discussion/ interaction will be
held with the bidders whose bids have been disqualified/ rejected by the purchaser.

2.15 Interested bidders may obtain further information from the office of Managing Director,
RajCOMP, C-Block, 1st floor, Yojana Bhawan, Tilak Marg, C-Scheme, Jaipur, Rajasthan on
any working day between office hours from 10/02/2010 to 28/07/2010 up to 14.30 hrs.

Date:01/07/2010 Managing Director
RajCOMP
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CHAPTER-3
Raj CEMP

(A registered society established by the Government of Rajasthan)

C-Block, Yojana Bhawan, Tilak Marg, Jaipur 302005, Ph: 2222011 Fax: 2224855

Ref.No.: Date : 09/02/2010
NOTICE INVITING TENDER

Request for Proposal for Setting up of IP Networking & Communications Infrastructure and
Network Operation & Management Services for Rajasthan Sta te Wide Area Network (RajSWAN)
on BOOT Model
Government of Rajasthan (GoR) wishes to establish a Rajasthan State Wide Area Network (RajSWAN). The
RajSWAN is envisaged as the backbone network for data, video and voice communications throughout the
State. RajSWAN would act as the vehicle for effective implementation of Electronic Governance (e
Governance) across the state.

RajSWAN will link Government offices at the State Secretariat (Sachivalaya), called as the State Head Quarter
(SHQ), Zila Parishads (DHQ) and all the Panchayat Samiti Headquarter (BHQ) and the State Data
Center/Network Operation Centre (SDC/NOC) and approx. 3381 horizontal offices located at DHQ/BHQ.
RajSWAN will use a suitable topology, state-of-art technologies and flexibility to expand/u pgrade to cover all

parts of the state. All e-Governance Applications, Communication and IT infrastructure would be linked/

Integrated to RajSWAN.

RajSWAN will be based on open standards, scalable with high capacity network to carry data, video and voice
traffic between different offices of GoR at State, District and Block level. The network will have a single point

gateway of adequate capacity to Internet and other existing, upcoming Networks. The GoR is looking towards

this project as the converged netwo rk for data, voice and video as well.

RajCOMP on behalf of Department of Information Technology & Communication (DolT&C), Government of
Rajasthan which is the main trustee of this project, now invites bids from eligible bidders who have the
necessary qualfications to carry out the supply, installation, testing, linking, commissioning and thereafter
provide Network Operation and Management Services for complete RajSWAN on BOOT basis for a period of
Five years.

Cost of Tender Document Rs 10,000/- (extra Rs. 100/- through Post)

Estimated Project Cost Rs. 160.00 Crores
(Rupees One Hundred Sixty Crores only)

Earnest Money Deposit (EMD) Rs. 3.20 Crores
(Rupees Three Crores Twenty Lacs only)

Period of Sale of RFP Document From 10/02/2010 upto 14:30 hrs on 28/07/2010

Date & Place of Pre-Bid Meeting 14:30 hrs on 24/02/2010 in the Committee Hall, B-Block, Ist
Floor, Yojana Bhawan, Tilak Marg, C-Scheme, Jaipur.

Last date & time of submission of bids 15:00 hrs on 28/07/2010 (as per corrigendum)

Date & Time of Opening of Pre-qualification of Bids | 15:30 hrs on 28/07/2010 (as per corrigendum)

Date & Time of Opening of Technical Bids Will be intimated to the successful bidders of the pre-
qualification criteria evaluation

Date & Time of Opening of Financial Bids Will be intimated to the successful bidders of the technical
criteria evaluation

Place of Sale of Tender Document Managing Director, Rajasthan State Agency for Computer
Services, C-Block, Ist Floor, Yojana Bhawan, Tilak Marg, C-
Scheme, Jaipur.

Tender document can be downloaded from http://www.rajasthan.gov.in, http://www.rajcomp.net

(Ashwini Kumar Sharma)
Managing Director

Name & Signature of the Bidder along with Seal
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4.1

4.2

4.3

4.4

4.5

4.6

CHAPTER-4
PROJECT PROFILE

As a part of the overall initiatives of e-Governance, Government of Rajasthan (GoR)
proposes to Setup a Rajasthan State Wide Area Network (RajSWAN) to establish the
communication infrastructure with an aim to improve the administrative efficiency and
effectiveness. Thus, improving the quality of service to common man.

RajSWAN will have a suitable topology, using state-of-art technologies and have flexibility to
expand / upgrade to cover all parts of the state.

Through implementing RajSWAN, the GoR wishes to achieve the following:

4.3.1 To provide reliable vertical and horizontal communication corridor within the state
administration to make Government more productive and compatible for electronic
transactions.

4.3.2 To achieve e-Governance commitment and bring governance closure to public.

4.3.3 To provide efficient service delivery system.

4.3.4 To strengthen Disaster Management Capacity.

St ate Go v e rGovarmande 6frameveork and the role of RajSWAN is depicted
pictorially as below:

State's e-Governance Framework
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The key envisaged usage for RajSWAN network are Data, Voice & Video Communications,
Electronic Data Interchange (EDI) services, Value Added Services, Helpdesk for RajSWAN
users, Information Kiosks, Data warehousing, etc. The BOOT operator will be responsible for
the Services of Voice, Video, Data Communications & Help Desk for RajSWAN and to
ensure that the network is available for the envisaged services

The substantial part of the funding of RajSWAN is being done under the National e-
Governance Plan (NeGP) of the Government of India being administered through
Department of Information Technology, Ministry of Communication & IT (MCIT), Government
of India. The residual part of the funding is being taken care by the Government of
Rajasthan (GoR).

Name & Signature of the Bidder along with Seal
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4.7 RajSWAN Architecture
4.7.1 The entire RajSWAN is logically divided into two network segments.

1. Vertical segment
2. Horizontal segment.

4.7.1.1 Vertical Segment

The Vertical segment of RajSWAN is composed of a total of 284 Vertical PoPs spread
across the State. These 284 PoPs are classified as: -

1 1 SHQ PoP (State Data Centre [SDC], Yojana Bhawan, Jaipur)

1 33 DHQ PoPs (1 at each District of the state)

1 250 BHQ PoPs (1 at each Block of the state)

The list of SHQ, DHQ and BHQ PoPs to be linked under the Vertical segment of RajSWAN
is specified in this bid document at Annexure-1.

Under Vertical segment of the RajSWAN

1 The SHQ PoP (SDC) shall be linked with all the DHQ PoPs using Point to Point (PTP)
4Mbps Leased circuits from BSNL/ bandwidth service provider, and

9 Each DHQ PoP shall be linked with all the respective BHQ PoPs over Point to Point
(PTP) 2Mbps Leased circuits from BSNL/ / bandwidth service provider.

4.7.1.2 Horizontal Segment

The Horizontal segment of RajSWAN is composed of 3381 GoR offices spread across the
State including 4 offices at New Delhi and 33 District Collectorate offices. These 3381 GoR
offices are classified as: -

9 3344 GoR offices located at DHQs and BHQs

1 4 GoR offices located at New Delhi

9 33 District Collectorate Offices to be connected with respective DHQ PoP over OFC
Presently, 19 GoR offices (including 1 Collectorate Office) at each District and 11 GoR
offices at each Block Level are proposed to be connected over RajSWAN under the
Horizontal segment. The list of GoR offices to be linked under Horizontal segment is
specified at Annexure-2.

4.7.1.2.1 Under Horizontal segment of RajSWAN
1 Each of the 3344 GoR offices at District and Block Level (18 GoR offices at each DHQ

PoP and 11 GoR offices at each BHQ PoP) shall be linked with respective Vertical PoPs

through Leased Line and 33 District Collectorate offices are proposed to be linked

through laying an OFC between District PoP and respective District Collectorate office.

0 Three of the four GoR offices at New Delhi viz. Rajasthan House, Jodhpur House
and Rajasthan State Guest House shall be linked with the Bikaner House (Fourth
GoR office) using Point to Point (PTP) 64/128/512Kbps Leased circuits from BSNL/
MTNL/ / bandwidth service provider. Bikaner House office would be connected to
SHQ using Point to Point (PTP) 2Mbps Leased circuit from BSNL/ MTNL.

0 As District Collectorate is the main active IT Hubs for all the District Level IT
activities/ITES, it is required that each of the Collectorate Office of the respective
District be connected to the respective RajSWAN DHQ PoP by using the OFC. Thus,
there would be a total of 33 OFC Links each between the Collectorate Office and the
respective RajSWAN DHQ PoP.

4.7.1.2.2 Linking CARISMA Network with RajSWAN: GoR has implemented a project
O0CARI SMAB to connect the sespediw Bleck HIr(Ramchayag n ¢ h
Samitis), Blocks with Zila Parishads located at District Head Quarters and District Head
Quarters with State Head Quarter located in Secretariat, Jaipur using a network of RF links.
Government of Rajasthan intends to optimally utilize the CARISMA network by linking the

Name & Signature of the Bidder along with Seal
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CARISMA BTS with RajSWAN network i.e. with Vertical PoPs of RajSWAN. The District
Level Zila Parishad office shall be connected with the respective RajSWAN DHQ PoP over
LAN and the Block Level Panchayat Samiti Office shall be connected with respective
RajSWAN BHQ PoP over LAN.

4.8 Project Life Cycle: The project has to be executed in three different parts each having

4.8.1

4.8.2

4.8.3

different set of activities to be carried out by the RajSWAN Operator.

Part-l: Pre Implementation Period : The first three months, from the date of Issue of Work
Order shall be treated as Pre-Implementation Period

Part-II: Vertical Segment

4821 Stagei I: Implementation of Vertical Segment: The Twelve months from the
date of work order would be considered as Stage 11 of part-1l under which the
RajSWAN Operator will have to Supply, Install, Test, Link and commission
and conduct the User Acceptance Test (UAT) of Vertical Segment of
RajSWAN project.

4.8.2.2 Stager II: Operations and maintenance of RajSWAN (vertical Segment):
This stage would be for a period of five years from the date of acceptance of
Final Acceptance Test (FAT) or 95% of PAT (which ever the case may be) by
the purchaser of entire Vertical Segment and would include day to day
Network Operations and Maintenance of all equipments / components
supplied and installed under entire vertical Segment.

Part-Ill: Horizontal Segment

4.8.3.1 Stagei I: Implementation of Horizontal Segment: The Twelve months from
the date of work order would be considered as Stagei | of Part-1ll, under
which the RajSWAN Operator will have to Supply, Install, Test, Link and
Commission and conduct the User Acceptance Test (UAT) of Horizontal
Segment of RajSWAN project and its linking/testing with existing legacy
networks i.e. CARISMA, SecLAN etc.

4.8.3.2 Stageri Il: Operations and Maintenance of Horizontal Segment: This stage
would be for a period of five years from the date of acceptance of Final
Acceptance Test (FAT) or the 95% PAT (which ever the case may be) by
the purchaser of entire Horizontal Segment and would include day to day
Network Operations and Maintenance of all equipments / components
supplied and installed under entire Horizontal Segment.

4.9 User Acceptance Test i Part-ll, Stage i | (Vertical Segment):

49.1

49.2

49.3

POP Installation Test (PIT)

4.9.1.1 The PIT shall be done for SHQ and each Vertical POP. The purchaser on receipt of
written request of RajSWAN Operator shall conduct the PIT within seven days.

Partial Acceptance Test (PAT):

4.9.2.1 Partial Acceptance Test may be considered on completion of 95% work of Stage-I
of Part-1l work in case there is a possibility of delay in completion of 100% work on
part of purchaser. In such case, the QGR for completed work shall be payable to
the RSWAN Operator from the date of acceptance of 95% PAT by the purchaser

Final Acceptance Test (FAT): The final acceptance Test shall be conducted after the
acceptance of PAT of all Vertical PoPs (1 SHQ, 33 DHQs, 250 BHQs).
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4.10 User Acceptance Test i Part-lll, Stagei | (Horizontal Segment):
4.10.1 Horizontal Link Test

4.10.1.1 The Horizontal Link test shall be done for each horizontal link. The Link test shall
be conducted within seven days by the purchaser on receipt of written request of
RajSWAN Operator

4.10.2 Partial Acceptance Test (PAT):

4.10.2.1 Partial Acceptance Test may be considered on completion of 95% work of Stage-I
of Part-1ll work in case there is a possibility of delay in completion of 100% work
on part of purchaser.

4.10.2.2 In such case, the QGR for completed work shall be payable to the RSWAN
Operator from the date of acceptance of 95% PAT by the purchaser

4.10.3 Final Acceptance Test (FAT) : The final acceptance Test shall be conducted after the
completion of 100% work as detailed in Stage-I of Part-Il and Part-1

4.11 Commissioning i Vertical Segment

4.11.1 The Vertical Segment of RajSWAN shall be considered as commissioned after the
acceptance of its FAT by the Purchaser.

4.12 Commissioning i Horizontal Segment

4.12.1 The Horizontal Segment of RajSWAN shall be considered as commissioned after the
acceptance of its FAT by the Purchaser.

4.13 RajSWAN Auditing

The entire RajSWAN network (Vertical and Horizontal Segments) would be audited by a
third party auditing agency designated by the purchaser after successful commissioning of
the Vertical and/or Horizontal Segment of RajSWAN.

4.14 Network Architecture: The Vertical Segment has been logically divided into Hierarchical
Three-Tier Architecture as shown in the diagram below.

1 Router at State PoP will form the Tier-lI.
M Router at District PoPs will form the Tier-Il.
M Router at Block PoPs will form the Tier-lll.
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The detailed technical architecture is given in the Chapter-6.
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CHAPTER-5
SCOPE OF WORK

5.1 The overall role of the RajSWAN Operator would be to build, own, operate and maintain a
secure and resilient network covering two separate segments of RajSWAN i.e. Vertical and
Horizontal Segment for a period of 5 years on a BOOT basis and thereafter transfer the
entire project to the Department of Information Technology and Communications (DolT&C),
Government of Rajasthan (GoR) or any other agency as designated by GoR..

5.2 The RajSWAN operator has to execute the project in three different parts as mentioned
earlier in Chapter-4. The detailed scope of work for each part is mentioned bellow: 1

5.2.1 Part- I: Pre-Implementation: Pre-Implementation period (three months from the date of
issue of work order) consists of following activities to be carried out by the RajSWAN
Operator for both the Vertical and Horizontal segments of RajSWAN.

a)
b)

c)

d)

f)

g9)
h)

)

K)

RajCOMP

Project Kickoff Meeting.

Preparation and submission of Comprehensive Project implementation Plans and
Schedules separately for Vertical and Horizontal Segments.

Preparation and submission of the separate site readiness reports (PoPs/Office wise) for
Vertical segment and Horizontal Segment for the installation of all required equipments.
All Paper work and necessary formalities/ liaison with BSNL/ bandwidth service provider
for hiring Band Width and PRI/BRI links on behalf of Purchaser for Vertical PoPs,
Horizontal Offices and New Delhi Offices. However, the purchaser would facilitate the
Bidder in obtaining bandwidth from the BSNL/ bandwidth service provider. Bandwidth
shall be procured separately from BSNL/ Other Service Providers as decided by the
Competent Authority/ GoR.

All paper work and necessary formalities/ liaison with concerned DISCOM/ Authority to
obtain separate electrical connection/ sub-meter at all Vertical PoPs. However, the
purchaser would facilitate the Bidder in obtaining the electric connections/sub-meter from
the concerned DISCOM/Authority. RajCOMP/ GoR will provide necessary support for the
completion of paper-work and necessary formalities.

Preparation and submission of IP, Firewall, IP Telephony, Security, Internet Access,
HDMS, NMS |IPS, Routing policies, IP phone numbering Scheme and any other
policies as defined in this document in consultation with the Purchaser.

Preparation and submission of separate PAT & FAT Plans and schedules for Vertical
segment and Horizontal segment of RajSWAN.

Preparation and submission of any other policies/documentation/reports as demanded in
this RFP along with required schedules.

Preparation and submission of Manpower Deployment plan and schedule with list of staff
to be deployed under the project at various locations during different parts/stages of the
project.

Preparation and submission of separate schedules of supply, Installation, testing and
Commissioning of Vertical and Horizontal links at SHQ, DHQ, BHQ PoPs and New Delhi
Offices.

To assist the GoR/its Agency in procuring media connectivity from BSNL/ bandwidth
service provider as depicted in the proposed RajSWAN network diagram given in
Chapter-6. The connectivity would be required:

1 Between SHQ PoP and all DHQ PoPs (4Mbps PTP Leased Line with PRI/BRI link)

9 Between DHQ PoPs and respective BHQ PoPs (2Mbps PTP Leased Line with
PRI/BRI link)

9 Between SHQ and New Delhi Office (2Mbps PTP Leased Line with PRI/BRI link)
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9 Between One office at New Delhi and three other offices at New Delhi (64/128/512
Kbps/2Mbps PTP Leased Line with BRI link)

1 Between DHQ PoPs and its Horizontal Offices (64/128/512Kbps/2Mbps PTP Leased
Line)

9 Between BHQ PoP and its Horizontal Offices (64/128/512Kbps/2Mbps PTP Leased
Line)

1 16 (2 x 8Mbps) Mbps Internet Leased Line at SHQ

5.2.2 Part-lI: Vertical Segment
5.2.2.1 Stage-I: Implementation of Vertical Segment
5.2.2.1.1 RajSWAN Operator would be responsible for supply, Installation, Testing and
Commissioning of RajSWAN Vertical network segment covering one SHQ, 33 DHQs and
250 BHQs as per the diagram fAPr opo-$-gedhniddbj SV
Architecture of RajSWAN.
5.2.2.1.2 The RajSWAN Operator has to undertake the implementation of Vertical Segment
simultaneously for SHQ and all the Seven Divisions i.e. Ajmer, Bikaner, Bharatpur, Kota,
Jaipur, Jodhpur & Udaipur. The Implementation within a Division would be done district
wise covering all BHQs falling under respective DHQ.
5.2.2.1.3 RajSWAN Operator shall have to submit an undertaking on a Non-Judicial Stamp Paper
stating that all the individual components including Hardware, Software etc. as quoted by
the bidder are interoperable. If the RajSWAN OPERATOR is not able to establish
interoperability within the time schedule specified for installation, commissioning, testing
etc. then RajSWAN Operator shall have to carry out suitable replacement of the
equipment of same minimum specification so as to ensure interoperability without any
cost implications to the purchaser and with in the time schedule defined for Stagei 1 of
Part-II.
5.2.2.1.4 At SHQ:
5.2.2.1.4.1 At SHQ, the RajSWAN Operator shall be responsible for supply, Installation,
Integration, testing and Commissioning of Helpdesk Management System
(HDMS), Network Management System (NMS), Fire Wall, Core Router,
UPS, DG Set and all other items as mentioned in the bill of material for
SHQ. The HDMS and NMS procured under RajSWAN shall also be
integrated with existing NMS available under SecLAN at NOC/SDC. (Please
refer to Annexure 20 for existing HDMS and NMS details). The HDMS and
NMS should provide us the reporting up till the last node in the network.
Deployment and configuration of the IP security Policy, Firewall Policy and
other policies and integration as per existing network of State Data Center
and SecLAN.
5.2.2.1.4.2 The RajSWAN Operator shall co-ordinate with the Internet Service Provider
for obtaining and installing Internet Leased Line at SHQ.
5.2.2.1.4.3 The RajSWAN Operator shall co-ordinate with the BSNL/ Bandwidth
Service Provider for obtaining all vertical links proposed to be terminated at
SHQ and Install, test Vertical Links.
5.2.2.1.4.4 Installation of IP-PBX, IP Phone and its integration with existing IP-PBX
installed under SecLAN project.
5.2.2.1.45 Deployment of IP Phone numbering scheme.
5.2.2.1.4.6 Installation of Proxy Server, Authentication server, MCU and deployment of
authentication policies.
5.2.2.1.4.7 Laying of Cat6 cables/IOs etc required for connecting all equipments.
5.2.2.1.4.8 Installation and configuration of Anti Virus Server.
5.2.2.1.4.9 Commissioning and testing of Vertical PoP after completion of work related
to Vertical Segment at all locations.
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5.2.2.15

5.2.2.1.4.10 The supplied items shall meet the specifications given in the Bid document /
Work Order. All the equipments supplied shall be under warranty for the
entire project period.

5.2.2.1.4.11 Preparation and submission of desired documents related to
configurations/policies, PIT/PAT/FAT Schedules etc.

At DHQs and BHQs Vertical PoPs:

5.2.2.1.5.1 The RAJSWAN Operator shall have to prepare desired number of Earth Pits
(as per applicable standards) required for installation of DG Sets, UPS and
other equipments and will be duly verified and inspected by the GoR
officials.

5.2.2.1.5.2 Supply and installation of all kind of quality electrical accessories like
Electric sub Meter, Power connection, MCB, switches etc. required for
providing power connections at all sites at his own cost and will be duly
verified and inspected by the GoR officials.

5.2.2.1.5.3 Supply, Installation, Integration, Testing and Commissioning of all the items
as mentioned in the approved bill of material for that particular PoP.

5.2.2.1.5.4 Laying of CAT6 cables /IOs required for connecting all equipments.

5.2.2.1.5.5 Install Vertical Links/ISDN PRI/BRI in co-ordination with BSNL/ bandwidth
service provider.

5.2.2.1.5.6 The supplied items shall meet the specifications given in the Bid document /
Work Order. All the equipments supplied shall be under warranty for the
entire project period.

5.2.2.1.5.7 The RajSWAN OPERATOR shall co-ordinate with BSNL/ Bandwidth Service
Provider to obtain and install all the required transmission/connecting media
as per the requirement for establishing vertical links.

5.2.2.1.5.8 Preparation and submission of desired documents related to
configurations/policies, PAT/FAT Schedules etc.

5.2.2.1.5.9 Commissioning and testing of Vertical PoP after completion of work related
to Vertical Segment at all locations.

5.2.2.1.5.10 Deployment of desired polices at each PoP.

5.2.2.1.5.11 Installation and configuration of Anti-Virus Client.

5.2.3 Part-lll: Horizontal Segment

5231 Stage-l: Implementation of Horizontal Segment

5.2.3.1.1 Under Horizontal Segment, the RajSWAN Operator has to Supply, Install, Test

and Commission the specified equipments at specified horizontal offices and at
Vertical PoPs located at DHQs, BHQs and has to establish the connectivity with
respective Vertical PoP. One Office (Bikaner House) located at New Delhi shall
be connected to SHQ over a Point-to-Point (PTP) Leased Line.

5.2.3.1.2 Supply, Installation, Integration, Testing and Commissioning of all the items as

mentioned in the approved bill of material for the respective location/ office.

5.2.3.1.3 The RajSWAN Operator shall deploy OFC between the Collectorate Office and

the respective DHQ PoP at all the Districts.

5.2.3.1.4 The RajSWAN operator shall deploy the IP, routing, Security, Authentication,

Internet access etc. policies for all Horizontal links.

5.2.3.1.5 The RajSWAN Operator shall co-ordinate with BSNL/ Bandwidth Service provider

to obtain and install all the required transmission/connecting media as per the
requirement for establishing Leased line Connectivity required for Horizontal
Offices at District and Block Level including the Offices at New Delhi.

5.2.3.1.6 Apply for PTP Leased Circuit from BSNL/ bandwidth service provider. The

RajCOMP

connectivity would be required:
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11 64/128/512Kbps/2Mbps link between DHQ PoP and its Horizontal Offices
11 64/128/512/Kbps/2Mbps link between BHQ PoP and its Horizontal Offices
1 2Mbps link between SHQ PoP and Bikaner House, New Delhi

91 64/128/512 Kbps/2Mbps link between Bikaner House and Jodhpur House

11 64/128/512 Kbps/2Mbps link between Bikaner House and Rajasthan
House

91 64/128/512/ Kbps/2Mbps link between Bikaner House and Rajasthan
State Guest House

5.2.3.1.7 Link CARISMA network with RSWAN PoP by connecting CARISMA Offices at

respective Zila Parishad and Panchayat Samiti Office PoP over LAN.

5.2.3.1.8 Splicing, Casing and cabling work to lay OFC and CAT6 Cables/IOs etc. to

provide LAN/WAN connectivity at all Horizontal Offices and at DHQs, BHQs at no
extra cost.

5.2.3.1.9 Commissioning and testing of Horizontal Segment after completion of work

related to Horizontal Segment at all locations.

5.2.3.1.10 The supplied items shall meet the specifications given in the Bid document /

Work Order. All the equipments supplied shall be under warranty for the entire
project period.

5.2.3.1.11 Preparation and submission of desired documents related to

configurations/policies, PAT/FAT Schedules etc.

5.2.3.1.12 The RajSWAN Operator shall link the RajSWAN Network with the other legacy

networks at designated network locations. The cost of any additional hardware/
software required for such integration shall be mutually decided as and when
required during any point of time during the entire project period. The RajSWAN
Operator shall not refuse to such integration/ linking.

5.2.4 Stage-ll of Part-ll and Part-lll: Network Operations and Maintenance Services for
Vertical and Horizontal Segment - This section includes desired team structure, operations
methodology and other factors important from an operations point of view.

5241

5242

5.2.4.3

5.24.4

RajCOMP

The RajSWAN Operator shall have to provide

5.2.4.1.1 Network Operations and Maintenance of entire RajSWAN covering each and
every Vertical PoP and connected Horizontal Offices covered under the project

5.2.4.1.2 The RajSWAN Operator shall ensure uptime of the Vertical and Horizontal
segment of RajSWAN as per the Service Level Agreement (SLA).

Scope of Network Operations and Maintenance Services is not just limited to IT
infrastructure management/ maintenance but also includes support to end users, vendor
management and day to day network operations and maintenance of each and every
equipment/ software/ allied items deployed under the project by the RajSWAN Operator.

The RajSWAN Operator shall develop all the relevant procedures for call management,
fault registration, fault rectification, change management etc. and submit the same to the
purchaser for approval and shall also enforce adherence of the same as per SLA. The
Third party auditing agency designated by the Purchaser will audit the adherence to
these procedures/ services.

The RAJSWAN Operator shall also provide following services -

a) Round the clock Network Monitoring from SHQ (NOC at Yojana Bhawan, Jaipur)
b) Network Performance Management
c) Configuration Management
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d) Network Fault Management

e) Carrier/ Link Management

f) Operational Liaison with Carrier/ link providers
g) WAN Asset Management

h) MIS and Report generation

i) Security Management

i) Accounting Management

k) All type of Fault Management & Rectification
[) SLA Management & its compliance

m) IP-PBX, Video Conferencing Management
n) Technical Support to all end users

0) Internet Service Management

p) Virus Management

5.2.45 Preventive Maintenance Services

5.24.6

5.245.1

5.245.2

5.245.3

5.24.54

5.2455

5.2.4.5.6

Check, Repair/Replace any loose contacts in the cables/connectors &
connections.

Conduct preventive maintenance (including inspection, testing, satisfactory
execution of diagnostics and necessary repairing of the equipment).

Cleaning and removal of dust and dirt from the interior and exterior of the
equipment.

Preventi ve Mai ntenance Activities 0
recommendation/advice.

The RajSWAN operator will keep a web based monitoring format and schedule
of preventive maintenance services.

The Preventive Maintenance shall be carried out in Non Prime Hours only
under intimation to Purchaser.

Corrective Maintenance Services

5.24.6.1

5.24.6.2
5.2.4.6.3

5.24.6.4

Warranty and maintenance/troubleshooting of hardware problem of all supplied
IT Infrastructure including network (active / passive) equipments, IP telephony
equipment, Security, etc and support infrastructure equipments UPS, AC, DG
Sets etc and rectification of the same.

Troubleshooting of problems arising in the network and resolving the same.

Documentation of problems, isolation, cause and rectification procedures for
building knowledge base for the known problems.

The RajSWAN operator will keep a web based monitoring format (including
registration of complaints/ problems) of corrective maintenance services.

5.2.4.7 Asset Management Services

RajCOMP

5.24.7.1

5.24.7.2

5.24.7.3

The RajSWAN OPERATOR shall be required to create database of all the
equipments/software procured/Installed under RajSWAN Project. The details of
all assets like hardware, software, peripherals and other related peripherals,
etc., shall be maintained by recording information like make, model,
configuration details, serial numbers, licensing agreements, warranty, place of
installation etc.

Record installation and removal of any equipment from the RajSWAN network
and inform purchaser even if it is temporary.

Create Software details with information such as Licenses, Version Numbers
and Registration Details.
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5.24.7.4

5.24.75

5.2.4.7.6

Perform software license management and notify the Purchaser on licensing
contract renewal.

Asset Management services of RajSWAN operator must conform to ITIL
framework.

The RajSWAN operator shall keep a web based online asset management
system with an access to purchaser and auditor. The Asset Management
System should have the capabilities to get all desired reports without any delay.

5.2.4.8 Configuration Management Services

5.24.8.1

5.24.8.2

5.2.4.8.3

5.248.4

The RajSWAN Operator shall maintain complete configuration (in hardcopy &
softcopy) details of the following items installed under RajSWAN Network :

a) Router

b) Switches

c) Leased Line Modems

d) Firewall and Intrusion Prevention System

e) IP-EPABX, IP Phones

f) Network Management System

g) Help Desk Management System

h) Proxy Server

i) Remote Access Server

J) Authentications System

k) Video Conferencing Equipment

) Any other equipment/software installed under the project by
RajSWAN operator.

The RAJSWAN OPERATOR shall define change management procedures and
also ensure that no unwarranted changes are carried out in the entire network
or its constituents. Any changes shall be incorporated with prior approval of the
purchaser.

The RAJSWAN OPERATOR shall do proper version management of these
configurations as they are bound to change from time to time.

These configurations shall not be accessible in general and must be kept
confidential.

5.2.4.9 Vendor Management Services

5.249.1

5.249.2

5.249.3

The RAJSWAN OPERATOR shall coordinate with all the vendors for upkeep of
equipment deployed in the RajSWAN to meet the SLA and shall liaison with
various vendors/OEMS for related works, equipment & Services.

The RAJSWAN OPERATOR shall also maintain database of the various
vendors and service providers for RajSWAN, including details of deputed
persons like contact person, with complete address, telephone & maobile
numbers, email, escalation matrix, response time and resolution time
commitments etc.

The RAJSWAN OPERATOR shall, if required, escalate and log calls with
di fferent vendor s/ OEM6s and service
with them to get the problems resolved.

5.2.4.10 Virus and SPAM Management
5.2.4.10.1 The RAJSWAN operator shall be responsible for Virus / SPAM Management

RajCOMP

under entire RajSWAN. The RajSWAN Operator shall prepare and implement a
Virus/SPAM Management policy at appropriate levels and install required
equipments/Software at No extra cost.
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52411

RajCOMP

Network Management Services

5.2.4.11.1 Over all maintenance of each and every equipment procured/installed under
RajSWAN project, IP Telephony infrastructure, other Hardware and Security
devices etc.

5.2.4.11.2 Performance tuning and ensuring performance on the network as per the SLA.

5.2.4.11.3 Perform NMS Operations to meet the SLA Targets and generate desired
reports for every kind of suspicious entries, network trends, historical reports,
bandwidth optimization and usage etc on monthly and on requirement basis. It
is a responsibility of the RAJSWAN Operator to present all these reports at the
time of Audit.

5.2.4.11.4 Checking Network status and taking remedial action in case of problems.

5.2.4.11.5 Daily monitoring of LAN & WAN through NMS/HDMS or manual testing,
troubleshooting and reporting as defined under network monitoring services.

5.2.4.11.6 Configuration/Reconfiguration of routers, modems, switches, firewall, IPS, IP
phones, VolIP, Video etc. for network connectivity, as and when required.

5.2.4.11.7 The RAJSWAN OPERATOR shall maintain an updated inventory/asset list of
complete IT network infrastructure and an updated set of configuration
documents for LAN/WAN network diagrams with relevant details.

5.2.4.11.8 The RAJSWAN OPERATOR shall provide services for link/devices
augmentation/deletion, relocation/ connection/ disconnection etc., as and when
required.

5.2.4.11.9 Maintain and update IP address allocation & optimum management of IP
addresses through DHCP/Static entry, whichever is suitable depending upon
requirement. The RAJSWAN OPERATOR is also required to understand the
existing IP addressing scheme for integration and accordingly allocate the IP
addresses for a new WAN/LAN segment, as per scheme.

5.2.4.11.10 The RAJSWAN OPERATOR shall be responsible to provide Network
Monitoring Services for management purposes:

5.2.4.11.11 Making sure the high availability & reliability of network at all times and
performance tuning.

a) Monitor the availability of Links to various PoPs and their Horizontal Office.

a) Monitor the link status like peak utilization, normal utilization etc. Where Peak
utilization stands for the time frame where the maximum bandwidth is used,
whereas normal is the regular utilization.

b) Monitor the critical errors in switches and routers and do necessary fault
identification & rectification.

c) Monitor the critical errors in leased lines and any other transmission media and
do necessary fault rectification and other devices in the network.

d) Configure/reconfigure the switches and routers remotely, if required.

e) Collect the data flow on basis of time, interface, IP address, application wise for
traffic analysis.

f) Sending alerts to concerned people regarding critical errors.
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5.24.12

5.2.4.13

Helpdesk Management Services

a)

b)

The RajSWAN Operator should offer comprehensive service desk functionality with
easy management of the entire problem resolution process. The solution should
support Request Management and Change Order Management and work flow
management.

It should be integrated with the Network Management System (NMS) and support
automatic problem registration, based on predefined policies.

It should provide complete Web/Browser based interface to both the users and the
Analysts and the administrator. It should be able to integrate with Event Management
to raise automated trouble tickets on certain events (Like Network related issues etc.)
based on predefined rules.

It should support request escalation. The Notifications methods should be supported
and should be customer definable including SMS, email, fax, and telephone.

It should provide status of registered calls to end users over SMS, Email and through
web.

It should also have the ability to track work history of calls to facilitate
troubleshooting.

It should support tracking of SLA (service level agreements) for call requests within
the help desk through service types.

It should have the capability of assigning call requests to technical staff automatically
based on the Location, Work Shift and Load of the analyst.

It should have a provision for Customer Surveys to collect user feedback to improve
service and increase customer satisfaction.

Announcements should be posted manually or automatically (via event monitoring
integration) for proactively informing users of issues, helping to prevent
unnecessary/redundant trouble tickets

System administrators should have the ability to manage which users have access to
what data at the record level.

The solution should have support for Knowledge Management tools (as and when
required in future), which should integrate with the Helpdesk Solution. It should have
inbuilt support for Keyword search to extract relevant knowledge.

Helpdesk/ Service desk system should have a SMS feature so as to trigger a SMS to
identified numbers as soon as a call is logged by any user across the state and its
status updates thereafter (until its resolution/ closure).

Spares: The RAJSWAN operator shall ensure that adequate spares are retained at
respective locations at all the times during entire contract period to meet SLA
requirements.

5.2.4.14 Manpower Deployment:

5.2.4.14.1 The RAJSWAN Operator has to deploy the minimum manpower at different

levels /location for successful management and implementation of the project as
detailed at Annexure-19 without extra cost to the purchaser. The manpower
deployed by the RAJSWAN Operator shall report to the respective nodal officers
nominated by GOR/Purchaser. The RAJSWAN operator has to provide
supporting IT and Communication Infrastructure to such manpower, during entire
contract period without any extra cost to the purchaser. Although workspace shall
be made available to the RAJSWAN Operator by the concerned offices.

5.2.4.14.2 RAJSWAN Operator has to ensure that the Support personnel deputed during all

stages of the project shall carry an Identity Card duly authenticated by the
RajSWAN Operator.

5.2.4.14.3 Attendance mechanism is required for supporting the RajSWAN infrastructure by

RajCOMP

RAJSWAN Operator. For this the staff would report to the nodal officer nominated
by the GOR/Purchaser at each vertical POP. Attendance of all the on-site FMS
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Manpower shall be submitted on monthly basis, by 2nd day of every month by
RAJSWAN Operator to the Purchaser duly verified by the nodal officer.
Attendance registers to be maintained for entire FMS team for all sites, clearly
marking the Time-in and Time-out in the same. In case support staff is not
available or is on leave, the RAJSWAN Operator required providing the
alternative personnel with same technical capabilities of the non-available
personnel timely.

5.2.4.14.4 Rooster or Shift charter is required for all support personnel deputed for

RajSWAN. RAJSWAN Operator should ensure that this charter is prepared and
followed on weekly basis. This charter becomes necessary for providing the
Services in Operations and Maintenance phase, as per required Service window.
Such charter should be made available to the respective nodal officer.

5.2.5 General Scope of Work for Part-I, Il and Il

5251

5252

5.253

5.254

5.2.55

RajCOMP

RAJSWAN OPERATOR shall prepare the detailed implementation plan/schedule for
carrying out Part-l, Il & Ill activities and submit the same to the purchaser within
stipulated time period i.e. during pre-implementation period. This schedule shall conform
to overall time frame of the project.

RajSWAN operator shall also provide Latitude & Longitude position (Global Positioning
System Co-ordinates) of all vertical PoPs located at SHQ, DHQ & BHQ as well as its
respective horizontal offices so that these locations can be mapped on a GIS based
application. RajSWAN Operator, during the pre-implementation phase of the project and
during the survey of all the sites, shall record all the required co-ordinates for each site
by using appropriate tools. These co-ordinates shall be mapped on a GIS based
application by GoR. No GPS system is to be proposed as a part of BoM.

The RAJSWAN Operator shall be responsible for preparation of Earth pits (as per the
applicable standards), supply and installation of all kind of quality electrical accessories
required for providing power connections at all sites at his own cost. This will be limited
to the equipments supplied by RAJSWAN OPERATOR.

The RAJSWAN Operator shall prepare following documents and submit them to the
Purchaser.

5.2.5.4.1 Detailed Network Design report

5.2.5.4.2 Configuration in hard and soft copy of all installed infrastructure & devices at
various PoPs.

5.2.5.4.3 Location wise details of equipments installed and available in store.

5.2.5.4.4 Detailed IP addressing scheme, security policy (as per Latest ISO 27001),
routing policy, switching policy, Network design and architecture etc. for the
RajSWAN covering all the existing networks. These schemes and policy must
conform to applicable ISO standards.

5.2.5.4.5 VolIP numbering plan for RajSWAN taking into consideration the existing VolP
numbering plan being used in SecLAN.

5.2.5.4.6 Separate documents for Routing Policies, IP Policies, Firewall Policies, IPS
Policies and any other policies adopted for the project.

RajSWAN Operator shall have to submit an undertaking on a Non Judicial Stamp Paper
stating that all the individual components including Hardware, Software etc. as quoted by
the bidder are interoperable. If the RajSWAN OPERATOR is not able to establish
interoperability within the time schedule specified for installation, commissioning, testing
etc., then RajSWAN OPERATOR shall have to carry out suitable replacement of the
equipment of same minimum specification so as to ensure interoperability without any
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5.2.5.6

5.2.5.7

5.2.5.8

5.2.5.9

5.2.5.10

52511

5.25.12

cost implications to the purchaser with in the time limit of completion of Stage T 1 of Part-
Il and III.

Passive components such as patch cords shall be factory crimped and shall carry test
certificates to ensure trouble free operations. The RajSWAN Operator shall be
responsible for end-to-end implementation and shall quote and provide/supply any items
not included in the bill of materials but required for commissioning of the network. Quotes
for such items shall also be used for the purpose of Financial Bid evaluation. Purchaser
shall not pay for any such items, which have not been quoted by the bidder in the bid but
are required for successful completion of the overall project. The Financial Bid evaluation
shall take into account all the components and their cost as quoted by the respective
bidders for the end-to-end implementation of the overall solution.

The RajSWAN OPERATOR shall supply all the installation material/ accessories/
consumables (e.g. screws, clamps, fasteners, ties anchors, supports, grounding strips,
wires, fiber termination kits etc.) necessary for the installation of all the supplied
Infrastructure and devices.

The RAJSWAN OPERATOR shall provide software Updates/Patches/Versions during all
the Stages for all software components including operating systems (that of Network
Equipments), firmware, management software, security software, or any other software,
which would be part of the supplies (as specified in this RFP).

All the equipments/ components procured under the project as per the purchase order
shall be directly delivered at the respective destination location where these items are
required to be installed by the RAJSWAN Operator. Therefore all rates should be quoted
inclusive of FOR destination.

Network Operator should develop and deploy, at no extra cost, a web-based application
for online monitoring of the progress of Implementation of the project and also to monitor
the network after implementation including Dash Board for different stake holders in
consultation with SDA.

The SWAN Operator would install Webcam at all Vertical PoPs and would also integrate
with the web-based application (5.2.5.10), preferably from the same OEM for better
manageability and features, so as to centrally monitor at SHQ all the PoPs through
Webcams in line with CCTV Technology at no extra cost. The SHQ-DHQ (4Mbps) &
DHQ-BHQ (2Mbps) Links shall be used to centrally monitor at SHQ all the PoPs as and
when required. There shall not be a continuous video stream transmission from DHQ/
BHQ to SHQ. Also, Daily backup on DVD locally (at each PoP) should be taken and
should be preserved for at least 1 month.

Installation

5.25.12.1 The RAJSWAN OPERATOR shall install and commission the network

equipment as per approved design and network deployment design document
within the specified time period, as given in the Chapter-8 - Time Schedule of
RFP.

5.25.12.2 The RAJSWAN Operator shall be responsible for getting all requisite

approvals from respective offices pertaining to Civil Work (preparation of
Earth-pits at all the sites/ PoPs and some alteration in the site like shifting of
door, window, etc.) within the stipulated time schedule. In case there are any
delays in getting these approvals, the RAJSWAN Operator shall immediately
report to the purchaser in writing.

5.25.12.3 The RAJSWAN OPERATOR shall install and commission

RajCOMP

transmission/connecting medium taken from Bandwidth Provider.
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5.25.124

5.2.5.125

5.2.5.12.6

5.25.12.7

5.25.12.8

5.2.5.12.9

5.2.5.12.10

5.25.12.11

5.2.5.13 Testing
5.2.5.13.1

5.25.13.2

5.2.5.13.3

RajCOMP

It shall be the responsibility of the RAJSWAN OPERATOR to bring all the
equipments and tools required for the installation and commissioning of the
items as per LOI/Purchase/Work order issued by the Purchaser. No
transportation/ insurance/ other charges would be paid by purchaser for this
purpose.

The RAJSWAN OPERATOR shall install and configure all the equipments at
all locations in accordance with the OEM guidelines. The RAJSWAN
OPERATOR shall be required to test the required electrical ground at each
existing power point before connecting any equipment.

All the work shall be done in a conscientious manner as per the OEM
guidelines and best industry practices. The system shall be subjected to
inspection at various stages. Local regulation/ codes shall be followed at all
times.

The RajSWAN OPERATOR shall not cause any damage to Government
buildings /other premises/ property and will perform restoration if any damage
occurs at his own cost. Trenches, path-cutting etc. will be back-filled and
restored to the original condition immediately after laying of the conduit/cable
at no extra cost. The RAJSWAN OPERATOR shall also plug conduits and
entrance holes where the cabling has been installed with suitable sealing
material.

The RajSWAN OPERATOR shall install and configure all the active/passive
devices in accordance with OEM guidelines and deploy approved Policies

RAJSWAN Operator would deploy all Security policies, IP Policies, routing
policies etc. under the project after approval of Policy documents by
purchaser.

The RajSWAN Operator shall be required to install all equipments at
respective locations including necessary cables/accessories etc.

The cost of diesel/ petrol and electricity at all Vertical PoPs including SHQ
has to be bourn by the RajSWAN Operator.

The RAJSWAN OPERATOR shall prepare separate detailed plan for PIT,
PAT and FAT for Vertical and Horizontal Segments covering all the
components of the RajSWAN Network and submit it to the purchaser for
approval. The Purchaser reserves all rights to include additional parameters
to carry out the testing of the network in addition to parameters mentioned in
the PIT/PAT/FAT plan documents.

If any outage occurs on the network during the testing, the PIT/PAT/FAT
period shall be extended by as many numbers of days of outage and it will be
treated as delay. If more than three days of outage occurs during the
PIT/PAT/FAT period, RAJSWAN OPERATOR would be required to resolve all
the problems and report to the Purchaser so that re-testing can be
undertaken within next 7 days.

After installation, the cabling system shall be tested as per the Standard
Testing Procedure laid out by the certification agencies/ OEM. The
RAJSWAN OPERATOR shall bring all the testing equipment to site as
required under the procedure to carry out link testing at no extra cost and
submit Node-wise test reports to the purchaser before PAT/FAT.
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5.2.5.134

5.2.5.135

5.2.5.13.6

5.25.13.7

5.2.5.13.8

5.2.5.13.9

The RAJSWAN OPERATOR shall be responsible for testing to provide
enterprise wide access to resources and services for all existing/operational
LANs and WANS links.

The RAJSWAN OPERATOR shall ensure that the cabling and
crimping/termination are done in accordance with the EIA (Electronic Industry
Alliance) / TIA (Telecommunication Industry Association) standards &
supported by the Original Equipment Manufacturer (OEM) and are fully tested
and certified for operations for a minimum period of 20 years.

All the functionality, features and configuration relevant to the RajSWAN shall
be documented by the RAJSWAN OPERATOR for the Network, IP Telephony
etc. and shall be demonstrated to the purchaser before signing off the
PAT/FAT report should be submitted at least one week before the signing off
the ATP so that the designated officers can go through the documents and
purchaser can test the networks.

The RAJSWAN Operator shall demonstrate all the features and functionality
of the Network Management System, Helpdesk Management Tools etc.
installed at NOC to monitor, manage and control the LAN and WAN
infrastructure as well as for managing the Quality of Services on the LAN and
WAN links and at the enterprise level.

In the event, the RajSWAN Operator is unable to establish any vertical link at
any PoP as defined in the RFP document due to non availability of bandwidth
from the basic service provider or because of non availability of site, the
RajSWAN Operator shall intimate the purchaser in writing of such cases.

In the event, the RajSWAN Operator is unable to establish any Horizontal link
at any PoP/ Office as defined in the RFP document due to non-availability site
or any other reason, the RajSWAN Operator shall intimate the purchaser in
writing of such cases.

5.2.5.14 Commissioning

5.25.14.1

5.25.14.2

After acceptance of Final Acceptance Test reports by the purchaser for the
entire RajSWAN Network covering all the locations and its integration with
existing networks i.e. SecLAN, CARISMA, SDC, the network would be
deemed to have been commissioned.

Separate Commissioning shall be declared for Vertical Segment and
Horizontal Segment of RajSWAN

5.2.5.15 Documentation

5.25.15.1

5.25.15.2

5.25.15.3

5.25.154

5.2.5.16 Training
5.2.5.16.1
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The RAJSWAN OPERATOR shall submit final documents pertaining to
various policies like Routing, IP, Security, commissioning procedures etc. and
PoP wise Bill of Material installed at each Vertical POP and horizontally
connected offices.

The RAJSWAN OPERATOR shall submit a site wise complete cabling
system layout including network diagram.

Manufacturer's technical documentation/Licenses/User Manuals of all
devices/ Software, copy of all kind of clearances etc. obtained for the project.

All above documents (Latest versions) will have to be made available on
RajSWAN web site for viewing/downloading purposes.

Training Programs will be one of the key parts of the RAJSWAN project. The
RajSWAN Operator on Network operations and services to nominated
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5.2.5.16.2

5.2.5.16.3

5.25.16.4

employees/officers would organize the training programs. The RajSWAN
operator will also provide necessary soft and hardcopies of course material,
user manuals, troubleshooting manuals, system administrator manuals etc for
all these training programs to each of the participant in the training.

The RAJSWAN OPERATOR shall conduct at least two training program per
year at each of the DHQ for the officers (15-20 persons per batch) nominated
by the purchaser on the operations and management of all components of the
POP and at SHQ on the operations and management of all components of
entire RajSWAN project.

The RAJSWAN Operator shall also conduct at least one refresher training
programs per year (15-20 persons per batch) at the locations as mentioned in
above point. RAJSWAN Operator shall also be responsible for re-training of
the nominated officers for new versions of software and allied services or
upgrades during entire contract period.

Purchaser shall review the quality and the output of the training sessions
conducted by the RAJSWAN operator. In case the imparted training is not up-
to the mark, the training will be re-organized by the RAJSWAN operator
without any additional cost to the purchaser. RAJSWAN operator needs to
take feedback at the end of each training session. All the trainings will be
conducted at Districts levels. RAJSWAN Operator needs to arrange all the
prerequisites like projector, UPS etc. for the training at his own cost.

5.2.5.17 Implementation methodology

5.2.5.17.1

5.25.17.2

5.25.17.3

5.25.17.4

5.25.17.5

The implementation of the project would be carried out simultaneously for all
the Seven Divisions covering SHQ and all DHQs/ BHQs/ Horizontal locations
falling under a particular Division i.e. Jaipur, Bikaner, Jodhpur, Ajmer,
Udaipur, Kota, Bharatpur and SHQ/SDC and New Delhi offices.

Separate PAT for Vertical as well as Horizontal Segments shall be conducted
for SHQ and SDC covering all aspects as envisaged for SHQ and SDC under
this RFP.

The Final Acceptance Test shall be conducted after complete installation and
integration of all components of every PoP/locations as envisaged in this RFP
document.

The RAJSWAN OPERATOR shall adopt industry best practices (as per ISO
Standards) to ensure smooth implementation of the project.

The RajSWAN Operator should develop and deploy a web-based Project
implementation and monitoring tool in consultation with RajCOMP/ GoR for
ease of monitoring the implementation progress by RajCOMP/ GoR as a
dashboard view.

5.2.5.18 Statutory & Regulatory Approvals

5.25.18.1

5.25.18.2
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The RSWAN Operator shall obtain all kind of approvals well in time required
for the Project implementation (Statutory & Regulatory or any other
approvals) from respective authorities. However, GoR/ Purchaser will provide
all the necessary support in getting these approvals and the required fee for
obtaining these approvals will be borne by the purchaser.

In case, the RAJSWAN Operator deploy any component without getting prior
approval from respective authority, he shall be solely held responsible and will
have to bear all consequences in terms of legal and financial aspect at his
own risk and cost.
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53 Service Level Agreement (SLA): SLA is an agreement between Purchaser & RajSWAN
Operator for the entire project period. Please refer to Annexure-1 8 for iDr af

Agreement 0, which wil!/l be ent er e dAN DpeetatoreThin t h
agreement shall comprise of:
a. SLA
b. Scope of Work
c. Terms & Conditions
d. Technical Details
e. Time Schedule
f.  Liquidity Damaged/Penalties
g. Financial & Commercial Terms
h. Payment Terms
i.

Entire Bid Document.

5.3.1 SLA Objectives

5.3.1.1 The uptime and network performance shall be calculated on quarterly basis for entire
RajSWAN components/services for Horizontal and Vertical Segments. The desired uptime
for each segment of RajSWAN is as under i

5.3.1.1.1 Definition: - Network availability during a quarter is defined as total time in a Quarter
less total down time in the Quarter. The network is considered available when all the
services (Data, Voice, and Video) mentioned in the requirement section in full capacity
are available at all vertical PoPs and Horizontal links. Bandwidth downtime due to
Bandwidth Service Provideroés failure wildl r
RajSWAN Operator will take at least 15 days prior approval from the Purchaser for the
network maintenance i.e. Planned down time which shall not be considered as a part of
down time.

5.3.2 Service Level Requirement: The RajSWAN Operator has to maintain the network uptime
for Vertical segment as well as for Horizontal segment of RajSWAN project at each of the
locations as per the table given bellow-

Location Desired Network Uptime
Prime Hours Non-Prime Hours

SHQ, SHQ-SecLAN, . )
SHQ-NICNet 99.5 % 98 %

DHQ/ . )
New Delhi Offices 99% 95%
BHQ 99% 95%
Internet Services 99.5% 098%

5.3.2.1 The Site-wise Uptime shall be calculated on a quarterly basis.

5.3.3 SLA Matrix: MTTA and MTTR to rectify and restore the services will be calculated from the
time of detection of non-availability of services either through HDMS/ NMS/ or registration of
complaints at Help Desk/Service Window or any other mechanism adopted under the
project. The RajSWAN Operator shall provide Operations and Maintenance services as per
SLA matrix given below:

Location Prime Hours Non-Prime Hours

MTTA MTTR MTTA MTTR
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At SHQ 30 Minutes 1 Hour 30 Minutes 1 Hour
At DHQ and New Delhi Offices 30 Minutes 1 Hour One Hour Two Hours
At BHQ Two Hours Four At 9 AM of | Four Hours
Hours Next of next
Working working day
Day
53.3.1 MTTR time is inclusive of MTTA time. Downtime shall be calculated from the time of

detection of the problem either through NMS or HDMS or manual procedure as the case
may be. The actual downtime time shall also include the time taken for repairs.

5.3.4 Measurement of Service Level Parameter:

5.3.4.1 The downtime should be monitored separately for Vertical and Horizontal Segments.

5.3.4.2 The measurement of SLA shall be performed, calculated & audited by third party

agency nominated by the purchaser, independent of the RAJSWAN Operator.
The RAJSWAN Operator shall establish a Network Management System (NMS)
and Help Desk Monitoring System (HDMS) for monitoring and measurement of
the SLA parameters identified for the RajSWAN. The NMS implemented for
RAJSWAN shall conform to the open network management standards such as
Simple Network Management Protocol and Remote Monitoring (RMON) features.
State Government reserves the right to periodically change the measurement
points and methodologies it uses without notice to the RAJSWAN Operator. The
logs/ data generated by NMS or HDMS would be open for scrutiny/use by the
purchaser & Third Party Monitoring Agency.

5.3.4.3 The RajSWAN Operator should provide tools / mechanisms to measure the same.

The tool / mechanism should be able to provide Purchaser online information
about downtime for network, and historical information about the same. The
Uptime would be calculated per Quarter and penalty if any would be charged per
Quarter. Downtime of any one of the services (Voice, Video, Data) would result in
deduction of that downtime from the total time in the Quarter.

5.3.5 Network Unit Calculation Method

5.3.5.1 Under the RajSWAN Project the main beneficiaries would be the individual offices
located at DHQ, BHQ and New Delhi. Therefore, individual Network Node is
considered as a Network Unit. For the purpose of calculation of penalty on each
network unit, following assumption is made while calculating the weighted number
of network units for a particular location/segment-
1. One Horizontal Office at BHQ = 1 Network Unit
2. One Horizontal Office lat DHQ = 5 Network Units
3. One Horizontal Link between New Delhi to SHQ = 20 Network Units
4. One Vertical Link Between DHQ to BHQ = 12 Network Units
5. One Vertical Link between SHQ to DHQ = 100 Network Units
5.35.2 Based on above assumption, the Total Number of Network Units at different
locations for Horizontal Segment would be as under-
S.No. Location Total Total Number Weightage Weighted Remarks
Number of of Horizontal | given to one Total
Locations Offices in Horizontal Number of
(A) particular Office Network
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location (©) Units
(B) (A*B*C)
One Horizontal
1 BHQ 250 12 3000 Office = 1
Network Unit
One Horizontal
2 DHQ 33 19 3135 Office =5
Network Units
One Horizontal
3 New Delhi 1 4 20 80 Office = 20
Network Units
Total (i) T Total Number of Network Units under Horizontal
6215
Segment

5.3.5.3 Based on above assumption, the Total Number of Network Units at different
locations for Vertical Segment would be as under i
S.No. Location Total Number of | Weightage given | Weighted Total Remarks
Locations to one Horizontal Number of
(A) Office Network Units
B) (A*B)
One Vertical Link =
L BHQ 250 12 3000 11 Network Units
One Vertical Link
2 DHQ 33 100 3300 =100 Network Units
Total(ii)- Total network Units for Vertical Links 6300
Grand Total of Network Units i.e. Total (i) + Total(ii) 12515

5.354

Segment would be (TXv)/6300.

5.3.55

Segment would be (TXh)/6215.

5.3.5.6

on Quarterly basis.

On the basis of above tables, the QGR of 1 Network Unit i.e.

5.3.6 Penalty for non achievement of Service Level Requirements

5.3.6.1

Segment of RajSWAN project

QGRU for Vertical

On the basis of above tables, the QGR of 1 Network Unit i.e. QGRU for Horizontal

The Uptime of various components as defined in previous table shall be calculated

For Vertical Links which shall be deducted from QGR payable against Vertical

Network Level Availability Penalty Availability During Penalty
During Prime Non Prime Hours
Hours
>= 99% Nil >= 95% Nil
>=95% and (10% of QGRU of 100 >=90% (2% of QGRU of 100
number of Network number of Network
<99% . and < 95% .
Each DHQ to - Units) - Units)
SHQ Vertical >=90% and (15% of QGRU of 100 >=85% (4% of QGRU of 100
. number of Network number of Network
Link <95% . and < 90% .
Units) Units)
>=85% and (25% of QGRU of 100 >=80% (15% of QGRU of 100
number of Network number of Network
<90% . and < 85% .
Units) Units)
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(100% of QGRU of

(100% of QGRU of

<85% 100 number of <80% 100 number of
Network Units) Network Units)
>= 99% Nil >= 95% Nil
_ (10% of QGRU of 12 _ (2% of QGRU of 12
=950 =909
>=95% and number of Network >=90% number of Network
<99% . and < 95% .
Units) Units)
_ (15% of QGRU of 12 _ (4% of QGRU of 12
=909 =859
Each DHQ to z Si%g)(yand number of Network an>d ESQQW number of Network
BHQ Vertical 0 Units) 0 Units)
i [ 0,
Link >=85% and (25 A)bof Q?NRLi of }(2 >=80% (15 A)bof Q?NRUt\,Sf }(2
<90% number of Networ and < 85% number of Networ
Units) Units)
(100% of QGRU of 12 (100% of QGRU of 12
<85% number of Network <80% number of Network
Units) Units)
5.3.6.2 For Horizontal offices which shall be deducted from QGR payable against

Horizontal Segment of RajSWAN project

Location Availability Penalty Availability Penalty
of During Prime During Non
Horizontal Hours Prime Hours
Offices
>= 99% Nil >= 95% Nil
2% of
>=95% and 10% of (QGRU*number >=90% (QGRU*number of
<99% of affected offices * 20) and < 95% affected offices *
20)
15% of QGRU 4% of
= 0, = (o)
> i%é’cy?nd (QGRU*number of an>d 3596’% (QGRU*number of
New Delhi affected offices * 20) affected offices * 20
0,
>=85% and 25% of (QGRU*number >=80% (QGRllJErﬁJgIber of
<90% of affected offices * 20) and < 85% affected offices * 20)
100% of
100% of N
<85% (QGRU*number of <80% (gf%?:tlé dngfq‘;ssg 8f
affected offices * 20) 20)
>= 99% Nil >= 95% Nil
>=95% and | 10% of (QGRU*number >=90% (QGRSfﬁuor;ber .
<99% of affected offices * 5) and < 95% e
affected offices * 5)
- _ 4% of
>=90% and 15% of (QGRU*number >=85% (QGRU*number of
0, i 0,
DHQ <95% of affected offices * 5) and < 90% affected offices * 5)
= * _ 15% of
>=85% and 25% of (QGRU*number >=80% (QGRU*number of
<90% of affected offices * 5) and < 85% : N
affected offices * 5)
100% of 100% of
<85% (QGRU*number of <80% (QGRU*number of
affected offices * 5) affected offices * 5)
BHQ >= 99% Nil >= 95% Nil
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_ 10% of (QGRU * _ 2% of (QGRU *
>=95% and >=90%
<99% number pf affected and < 95% number pf affected
offices) offices)
_ 15% of (QGRU * _ 4% of (QGRU *
=909 —Qro,
>=90% and number of affected >=85% number of affected
<95% ) and < 90% )
offices) offices)
_ 25% of (QGRU * _ 15% of (QGRU *
=850 —-a0no,
>=85% and number of affected >=80% number of affected
<90% ) and < 85% )
offices) offices)
100% of (QGRU * 100% of (QGRU *
<85% number of affected <80% number of affected
offices) offices)
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5.3.6.3 For SHQ which shall be deducted from QGR payable against |
5.3.6.3.1 \Vertical Segment
Availability Penalty Availability Penalty
During Prime During Non
Hours Prime Hours
>= 99.5% Nil >= 98% Nil
>=95% and 10% of Total QGR of >=93% 2% of Total QGR of
<99.5% Vertical Segment and < 98% Vertical Segment
>=90% and 15% of Total QGR of >=88% 4% of Total QGR of
<95% Vertical Segment and < 93% Vertical Segment
>=85% and 25% of Total QGR of >=83% 15% of Total QGR of
<90% Vertical Segment and < 88% Vertical Segment
100% of Total QGR of 100% of Total QGR
<85% Vertical Segment <83% of Vertical Segment
5.3.6.3.2 Horizontal Segment (including SHO-SecLAN and SHO-NicNet Link)
Availability Penalty Availability Penalty
During Prime During Non
Hours Prime Hours
>=99.5% Nil >= 98% Nil
>=95% and 10% of Total QGR of >=93% 2% of Total QGR of
<99.5% Horizontal Segment and < 98% Horizontal Segment
>=90% and 15% of Total QGR of >=88% 4% of Total QGR of
<95% Horizontal Segment and < 93% Horizontal Segment
>=85% and 25% of Total QGR of >=83% 15% of Total QGR of
<90% Horizontal Segment and < 88% Horizontal Segment
100% of Total QGR
<85% 132:28:1t;?t§e3n61§n?f <83% of Horizontal
Segment
5.3.6.4 Penalty on non Availability of Internet which shall be deducted from QGR payable
against Horizontal Segment of RajSWAN project
Availability Penalty Availability Penalty
During Prime During Non
Hours Prime Hours
>= 99.5% Nil >= 98% Nil
>=95% and 2% of Total QGR of >=93% 2% of Total QGR of
<99.5% Horizontal Segment and < 98% Horizontal Segment
>=90% and 4% of Total QGR of >=88% 4% of Total QGR of
<95% Horizontal Segment and < 93% Horizontal Segment
>=85% and 7% of Total QGR of >=83% 7% of Total QGR of
<90% Horizontal Segment and < 88% Horizontal Segment
<85% 10% of Total QGR of <83% 10% of Total QGR of
Horizontal Segment Horizontal Segment
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5.3.6.5

5.3.6.5.1

Latency

Definition: -6 Lat encyb

refers to

t he atiipepachey e

transfers between Selected PoPs on the selected portions of the RajSWAN
Backbone during a quarter.

5.3.6.5.2

Service Level Requirements

Network Segment

Latency for Data

Latency for Voice & Video

SHQ-DHQ

<500 ms

< 150 ms (one way)

DHQ-BHQ

<600 ms

< 200 ms (one way)

5.3.6.5.3 Measurement of Service Level Parameter

5.3.6.5.3.1

1 Data latency
1 Voice and Video latency

5.3.6.5.3.2

The latency should be monitored for Vertical Links for:

The RajSWAN Operator should provide tools / mechanisms to measure the same at

no extra cost. The Network management system shall provide online information
about the latency for data, voice and video and historical information of the same.
The average Quarterly latency shall be calculated individually for data, voice & video.

5.3.6.5.4 Penalty for non achievement of Service Level Requirement to be deducted from
the QGR payable against Vertical Segment

Link Latency for Penalty per Latency for Penalty per
Data Quarter Voice and Quarter
Video
(One Way)
<=500 ms Nil <= 150 ms Nil
>590 ms but Rs. 1000 >150 ms but <= Rs. 1000
SHO-DHQ <=600 ms 200 ms
>600 but <= Rs. 2000 >200 ms but <= Rs. 2000
800 ms ) 300 ms '
> 800 ms Rs. 4000 > 300 ms Rs. 4000
<=600 ms Nil <=200 ms Nil
>600 but <= Rs. 1000 | >200msbut<=| oo 4600
DHQ-BHQ 700 ms 250 ms
>700 but <= Rs. 2000 >250 ms but <= Rs. 2000
900 ms ) 350 ms '
> 900 ms Rs. 4000 > 350 ms Rs. 4000

5.4 The RAJSWAN OPERATOR shall ensure warranty and on-site maintenance and Network
management services of all equipments/Software/Components installed under RajSWAN project
for entire contract period.

5.5 The RAJSWAN OPERATOR may be asked to provide the Operations and Maintenance
Services as mentioned in this RFP for an additional period of 2 years after expiry of contract by
the purchaser and the terms and conditions for such extension including payment terms shall be
mutually decided between Purchaser and RAJSWAN Operator for Vertical as well as Horizontal

Segments.
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5.6 The RAJSWAN OPERATOR shall provide services as per SLA matrix, which defines maximum
response as well as rectification times for all kinds of software as well as hardware and
bandwidth problems for the network and power equipment.

5.7 RAJSWAN Operator shall be responsible for overall co-ordination, liaison services with the
Service Providers for required uptime of links provided by the service provider. RAJSWAN
Operator has to co-ordinate with service provider and the purchaser to ensure that the
purchaser has made timely payment towards all the links (Vertical and Horizontal) of RajSWAN
to the service provider. Payments to BSNL/ bandwidth service provider would be made directly
by the Purchaser and the vendor would be required to co-ordinate with BSNL/ bandwidth service
provider for getting all formalities required for payment done in time.

5.8 Bandwidth management: In case, the purchaser decided to increase the bandwidth of existing
vertical/horizontal links for which bandwidth is provided by BSNL/ bandwidth service provider
then in such case RAJSWAN Operator has to co-ordinate with the BSNL/ bandwidth service
provider to in timely upgradation and integration of the bandwidth at no extra cost to the
purchaser. The purchaser would directly pay the Cost of additional bandwidth to the service
provider. The RAJSWAN Operator has to ensure timely integration of required bandwidth with
RajSWAN project, which is provided by BSNL/ bandwidth service provider during entire contract
period.

5.9 RELOCATION/ SHIFTING : In case any Horizontal Office/Vertical POP is required to be shifted
to other location, in such event, the RAJSWAN Operator would be required to undertake
following activities at no extra cost to the Purchaser

5.9.1 Physical Shifting of Installed equipments/ software/ components to new location
and installation at new location (location details will be provided by the purchaser
as and when required).

5.9.2 In case, the connectivity is provided through BSNL/ bandwidth service provider,
the RAJSWAN Operator has to Co-ordinate with the BSNL/ bandwidth service
provider for shifting of the link to new location and has to ensure integration of
bandwidth with RajSWAN.

5.9.3 The Time Period for such shifting would be decided mutually between purchase
and RAJSWAN Operator and such shifting Period would not be counted as
Downtime for all purposes.

5.10 Timings for HDMS/Service Window

Timings : 24X7

Prime Hours : 9AM to 8PM

Non Prime Hours : 8PM to 9AM

Period : From the date of commissioning of HDMS
Locations : As specified in Annexure i1to 4

5.11 SLA Reporting: For performance reports of the RajSWAN, the RAJSWAN operator is
required to setup a web portal solution available to all stakeholders. This portal shall provide
online performance and availability reports of RajSWAN. The purchaser or their designated
agency at any point of time can audit this. The purchaser in consultation with the RAJSWAN
Operator shall decide the format for different SLA reports. The reports essentially produce
following information -

9 Shall include detailed statistics of uptime and downtime of network, Latency,
Virus/SPAM, cause of downtime with the resolution for each office whether linked
horizontally or vertically.

9 These reports will also define if there is any kind of change in equipment in the
network from time to time.

Name & Signature of the Bidder along with Seal
RajCOMP Page 40 of 320



Final RFP-2010 (After Pre-Bid) for Rajasthan State Wide Area Network (RajSWAN)
Ref No. F3.3(174)/RajCOMP/Pur/2009/3131 dated 09/02/2010 Final RFP Dated: 01/07/2010

1 For O&M team (which includes the telephonic support and support engineering
team) there should be a report to give the details of total calls taken, calls
dropped, incident created for the issue and resolution rate.

5.12 Network availability: - Network availability is defined as total time in a quarter (in minutes)
less total down time (in minutes) in the quarter including planned downtime in prime hours i.e.
end to end connectivity and accessibility of the network. The network shall be considered
available, when all the services mentioned in the requirement section in full capacity are
available. Bandwidth downtime will not be considered as part of network downtime. RAJSWAN
Operator will take at least 15 days prior approval from the state for the network maintenance i.e.
planned downtime. Any Downtime within Prime hours without prior Approvals will be counted, as
a Downtime and RAJSWAN Operator shall have to bear the penalties for that. The RAJSWAN
Operator shall provide support and maintenance for the RajSWAN from the date of Final
acceptance testing. The RAJSWAN Operator6s
each quarter by invoices along with the following supporting documents:

a) Performance statistics

b) Log of network parameters along with Service Down time calculation and Uptime
percentage.

¢) Bandwidth downtime details along with certificate of Bandwidth provider to that
effect.

d) Any other document necessary in support of the service performance acceptable
to GoR.

e) RAJSWAN Operator shall be coordinating / liaison / dealing with bandwidth
provider for the link / bandwidth availability as per service levels. RAJSWAN
Operator has to immediately log the call / book the complaint and register the
docket number against the same. RAJSWAN Operator has to continuously follow
up with the Bandwidth provider for immediate restoration of required bandwidth
services. Moreover, RAJSWAN Operator shall have to get a written document
from BSNL/ bandwidth service provider for the downtime within that respective
QGR. Furthermore, after link is restoration, RAJSWAN Operator shall have to
give details about the nature of fault/ attributable reason to DolT&C / RajCOMP /
GoR for each link on daily / weekly / monthly / Quarterly basis MIS Reports.
Therefore, it shall be the responsibility of the RAJSWAN Operator to resolve the
bandwidth issues on priority in coordination with Bandwidth Provider. It should be
noted that penalty would be imposed on RAJSWAN Operator in case of
bandwidth is not available with on the following conditions:

() Without proper justification of downtime, reason, Docket number
(bandwidth provider)
(i) Backup link is not operational wherever available.

The Third Party Agency shall verify all the supporting documents as prescribed and
acceptable to GoR. On receipt of such invoice after verification by the Third Party
Monitoring Agency and after deducting Income Tax, other taxes and any penalties,
GoR shall pay the amount. The RAJSWAN Operator shall furnish all tax payment
receipts to GoR.

5.13 Penalties for misuse

5.13.1 In case of misuse of Leased bandwidth/ Internet Bandwidth/any other facilities being used
under the project by the RAJSWAN Operator or any representative of RAJSWAN Operator,
the RAJSWAN Operator shall be liable for legal proceedings / penalties as provided in the IT

Act 12000 or any other Law, for the time being in force.

5.13.2 Allowed frequency of same type of problem with same device is not more than 3 times in two
consecutive quarters. If in case problems keep on coming with the same device 4™ time,
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then instead of repair RAJSWAN Operator need to replace it with the higher or equivalent
version without any extra cost to the Purchaser.

5.13.3 It is a responsibility of the RAJSWAN Operator to raise a Ticket at HDMS and collect the
docket number from them whenever any equipment fails. RAJSWAN Operator need to
provide all these documents to the Third party monitoring company while Audit, otherwise
network downtime will calculated at one higher level than actual.

5.14 Scope of Transfer Phase

AAT the end of the contract period, the RAJSWAN Operator shall transfer the
ownership of all equipments, Software etc in the Name of Department of Information
Technology & Communications, Government of Rajasthan and after transfer
handover all the equipments/software/Components supplied and installed under the
project as per Purchase order along with media, manuals, documentation to the
purchaser or its nominee in up and running condition with a site wise Stock Registers

AThe successful bidder shall hand over the entire physical and intellectual
infrastructure deployed under the project in good running condition and supported by
respective reports (in form of Hard and Soft copy), documents, updates/upgrades
record pertaining to software for networking equipment, NMS, security solutions,
operating systems, Help/Service Desk, tools deployed for service level management,
facility management, configuration management, etc. The RAJSWAN Operator shall
also provide complete inventory record of all the equipment including necessary tools
installed and operational along with their maintenance record at the time of Handover
of the project. However, at the time of actual handover the purchaser may ask
RAJSWAN Operator to provide any information related to the project which may not
be covered in this section. RAJSWAN Operator has to unconditionally provide all
such information to purchaser or pur chas:
unobtrusive way. RAJSWAN Operator would be providing such information without
any additional cost to purchaser. Failure to provide such information in time shall be
treated as breach of contract.

5.15 Roles And Responsibility: Key STAKEHOLDERS and their responsibilities in RajSWAN
Project are as below:

a) Owners i DolT&C on behalf of Government of Rajasthan (GoR)
b) Implementing Agency i RAJCOMP
c) Network Operator and Management Servicesi RAJSWAN Operator

d) Bandwidth Provider i BSNL (Bharat Sanchar Nigam Limited)/ any other
bandwidth service provider to whom State Government has provided Right of
Way for laying OFC in the State.

e) Third Party Consultants
f) Third Party Monitoring Agency
g) District Collectors
h) Participating Departments
5.15.1 DoIT&C on behalf of Government of Rajasthan: -

a) Overall project conceptualization and project management.

b) To conduct Project Implementation meetings

c) Toll List all the nodal officers for co-ordination required for implementation
and operational phases.

d) To approve training plan for RajSWAN users.
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e)

)
)]
h)

)
)

K)
1)

To provide administrative support, to the implementation agency and
consultants and third party monitoring agency and auditors.

To review and approve deliverables of consultants.

To review project Plans and progress.

Change Management initiatives and training programs.

To arrange the necessary minimum constructed rooms for locating District
Head Quarters (DHQs), Block Headquarters (BHQs) and Horizontal
Offices for operation of the RajSWAN.

Ensure sustainability and scalability of RajSWAN by review and adoption
of new technologies.

Review services and deliverables of RAJSWAN operator.

Monthly review meetings and discussions with RAJSWAN operator and
Bandwidth providers.

m) Ensure overall coordination among various agencies (implementing

n)

agency, bandwidth provider, and Third party consultants).
To facilitate integration of SecLAN or any other existing networks with the
RajSWAN.

5.15.2 Implementing Agency: - RajCOMP

RajCOMP

a)
b)
C)
d)

e)
f)

9)
h)
)
i)
K)
1)

Overall Project conceptualisation and Project Management.

To conduct Project Implementation Meetings.

To provide guidance to all stakeholders.

To Verify & Approve payments for Implementing Agency and 3rd party
monitoring agency and auditors.

To finalize and approve network, system architecture after reviewing latest
estimates, project proposal in consultation with DolT&C.

To list all the nodal officers for co-ordination required for the
implementation and operational phases.

To approve training plan for RajSWAN users.

To provide administrative support to the implementation agency and
consultants.

To review and approve Project Management Plan and deliverables of
consultants.

To review project plans and progress.

To assist in getting statutory approval from concerned authority.

Change Management initiatives and trainings programs.

m) To ensure availability of funds and timely payment to implementing

agency, bandwidth provider and consultants.

RAJSWAN operator and Bandwidth provider performance review and
decide the penalties for non-adherence as per the agreed service levels.
Ensure sustainability and scalability of RajSWAN by review and adoption
of new technologies.

Review services and deliverables of RAJSWAN operator.

Periodic review meetings and discussions with RAJSWAN operator and
Bandwidth/Service providers.

Track, mitigate operations, issues and risks.

Verify and approve all bills related to RajSWAN.
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t) Ensure overall coordination among various agencies (implementing
agency, bandwidth provider and 3rd party consultants, third party
monitoring agency and auditors.

5.15.3 RAJSWAN Operator

Design & Implement RajSWAN Project.

Provisioning Hardware and services required for RajSWAN

Management of Inventory of Hardware at each location.

Operate, monitor and maintain RajSWAN

Integrate, monitor & maintain Horizontal connectivity

Timely delivery of the required hardware and software components

Integration of required links and networking components

Co-ordination with Bandwidth provider in order to have timely completion of

project milestones

9. Build the Rajasthan State Wide Area Network as per agreed Implementation
Plan and Phases

10.Provisioning of required services such as applications and infrastructure
services (limited to all the items supplied and installed by the RajSWAN
Operator)

11.Integration, Monitoring & Maintenance of Horizontal connections

12.To track Project issues and risks and present project status to
RajCOMP/DolT

13. Acceptance testing as per committed services for RajSWAN

14.Training of DolT/RajCOMP and GoR officials as per the contract.

15.T o provi de t he St at e "Change Manag
programmes.

16.To provide proper handholding and training to the Government officials as
decided in the contract.

17.To provide POP level (at three tiers) Manual of the network in a format as
per international standards.

18.To provide site (POP) commissioning reports.

19.To provide a mechanism to ensure assured availability of the bandwidth
from Bandwidth Providers and interconnectivity / backup among them.

20.To provide connectivity tests between the segments.

21.To implement security policies as decided in the Project Report / Scope of
Work

22.To ensure compatibility of networks at the Co-located CARISMA PoPs & the
horizontal offices and their interoperability / connectivity with RAJSWAN
(limited to all the items supplied and installed by the RajSWAN Operator).

23.To coordinate and liaison with the Bandwidth Provider (BSNL) for getting
desired bandwidth for Vertical/Horizontal Connectivity and horizontal
connectivity

24.To prepare the LIST of equipments to be delivered. The LIST should be
exhaustive and POP wise.

25.Coordination between various OEMs/Vendors for integration with RajSWAN
different State departments / offices etc and maintenance of the same for
project period.

26.Ensure service levels for Network and Facilities are maintained as per

contract.

ONOORWNE
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27.0r any other work to be carried out for successful implementation and
maintenance/management of the entire project.

28. Provide recommendations to the State with ongoing issues as:

a. Requirements of Last Mile Connectivity between PoPs and users.
b. NMS facility and dynamic allocation of bandwidth
c.Feasibility study, to provide RAJSWAN connectivity to the new user

29. Managing and monitoring a commissioned network on (24 x 7) for Network and
Facilities of RajSWAN including:

Network management

Link management

Fault / incident management

Problem Management

Change Management

Vendor Management

Help desk Management

Configuration Management

i. Release Management

30. Preparation of usage reports of the components / links of the network.

31. Monitor the Bandwidth failures.

32. Overall link management with Bandwidth Provider includes:

a) Fault Detection

b) Centralized call logging

c) Physical Testing for link quality

d) Fault resolution to meet QoS defined in SLA.

e) Coordination with Bandwidth provider (BSNL) with verbal and written
communications to ensure Service levels are maintained

33 To provide regular MIS reports relating to the uptime, downtime on weekly, monthly
and Quarterly basis. The reports should be comprehensive for systems and
hardware availability and performance and SLA compliance.

34 Network Operations and Maintenance 1 Preparation of bills with supporting reports
based on SLA and finally submission of the same to RajCOMP for necessary
payment.

35 Schedule and Preventive maintenance of infrastructures and facilities on regular
intervals, in consultation with RajCOMP/DolT.

5.15.4 Bandwidth Service Provider (BSP)

S@mooooTp

a) To Provide Bandwidth for RajSWAN

b) To ensure committed information rate (CIR)

c) To ensure uptime as per agreed Service levels

d) Ensure full co-operation and co-ordination with RAJSWAN operator

e) Ensure resolution of the issues delaying the project implementation

f) Should be able to provide bandwidth services in line with RajSWAN
implementation

g) Authorise single point of contact for entire link and bandwidth provisioning.

5.15.5 Consultants for RajSWAN

a) To monitor the implementation, commissioning and operation of RajSWAN.

b) To ensure delivery of the requisite equipment at various PoPs as per
purchase order.

c) To ensure coordination between the various Agencies (Bandwidth provider,
RAJSWAN Operator Vendor, NIC and different State departments etc.)
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d)
e)
f)
9)
h)
i)
)

K)
1)

To coordinate with the Bandwidth Provider for getting desired bandwidth for
backbone and horizontal connectivity.

To supervise and monitor configuration and installation of the equipments at
the PoPs ensuring connectivity of the local level offices.

To analyse, supervise and ensure compatibility of networks at the PoPs & the
horizontal offices and their interoperability / connectivity with RAJSWAN.

To supervise, monitor and ensure the implementation of security features as
decided in the Project Report / Scope of work of the Network Operator.

To supervise, monitor and ensure the last mile connection (horizontal level)
with offices, which are ready to be connected with RAJSWAN during the
period of Consultantodos appointment.
To get the connectivity tests conducted between the segments.

To provide for a mechanism to ensure assured availability of the bandwidth
from Bandwidth Providers and interconnectivity / backup among them.

To generate site (POP) commissioning reports.

To ensure preparation of POP level (at three tiers) Manual by the Network
Operator of the network in a format to be designed by the Consultant as per
international standards.

m) Centralized Monitoring facility set up in RajSWAN Project will be used by the

n)

0)
p)

third party agency to monitor the entire State Wide Network from a single
point to monitor the network uptime.

A methodology will be suggested for auditing and used after approval from
Purchaser. Verification of Installation and operational document.

Verification of Installation and operational document.

To ensure proper handholding and training to the GoR officials by the Network
Operator.

5.15.6 Third Party Monitoring Agency

GoR shall appoint a Third Party Monitoring Agency, which shall monitor the
RAJSWAN during implementation, commissioning and operation. The Third Party
Monitoring Agency shall also conduct the Partial and Final Acceptance Test as per
the technical requirement of the Agreement and shall issue the Certificate of
Completion for SHQ, DHQ, BHQ/BLOCK and co-located & remote office. Third Party
Monitoring Agency shall verify the services provided by the RAJSWAN Operator. The
RAJSWAN Operator shall cooperate with such Third Party Monitoring Agency. Third
Party Monitoring Agency will be responsible for verification, validation of all invoices
under the terms & conditions of the Agreement and will recommend on the eligible
payment. Third party agency will be responsible for performance audit and will
recommend release of QGR. Third Party Monitoring Agency is also responsible for
the Quality Audit (as per ISO 27001) of implementation, commissioning and auditing.
They will also be responsible to collect and check all the reports to ensure the proper
working on the whole network as per the ISO standards.

5.15.7 District Collectors:

RajCOMP

District Collector is responsible for the site readiness at DHQ and BHQ level. They
also need to appoint a NODAL officer who will help in the implementation,
commissioning and operations of the assigned DHQs and BHQs.
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5.15.8 Participating Departments:

Participating Department will help and provide full co-operation in implementation of

the RajSWAN.

5.15.9 CARISMA Operator: The CARISMA Operator shall facilitate the linking of CARISMA BTS
with RajSWAN POP and shall be responsible for maintaining such link at CARISMA BTS.
The CARISMA Operator shall also be responsible for operations and maintenance of all the
equipments installed under CARISMA network. Monitoring of the CARISMA BTS/ Links and
the CARISMA SLA is not under the scope of RajSWAN Operator. CARISMA Operator shall
be responsible for that. The RajSWAN Operator is responsible for linking CARISMA over
LAN at respective co-located PoPs as mentioned in the RFP.

5.16 Summary of Responsibility Matrix
Sr. | Activity DolT&C, State Consultants | RAJSWAN | Third Party
No Govt. of | Implementation | for Operator Monitoring
Rajasthan | Agency RajSWAN Agency (to
(RajCOMP) be
identified)
1 Preparation of RFP for the ("‘)
Selection of RAJSWAN
Operator
2 Bid Process for the Selection | & ~ ~
of RAJSWAN Operator O O O
3 Approval for Appointment of ("‘) ("‘)
RAJSWAN Operator
4 Review and suggestion on ("') ("j
the Network Architecture
5 Site Identification ("') ("') ("')
6 Site Handover ("') ("') ("')
7 Site Survey and Preparation ("‘) ("‘)
8 Installation and (")
Commissioning of  the
RAJSWAN
9 Monitoring the Installation | (X A e e
and Commissioning of the O O O O
RAJSWAN
10 | Acceptance Tests (Partial & 3 a A~ a
Final Acceptance) a O O O
11 | Onsite  Inspection and | & A A A A
Verification of Acceptance O O O O O
Tests
12 | Trial Run ("’) ("’)
13 | Issue of Final Acceptance | & ~ e
Test Certificate O O O
14 | Operation, Management and ("’)
Maintenance of the SWAN

RajCOMP
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15 | Centralized Monitoring ("’)
from NOC (24x7)

16 | Supervision of the ® ~ ~ e
Monitoring of the O O O O
RAJSWAN

17 | Periodical Generation ~ ~
of NMS report O O

18 | Verification of the NMS ("j
Report

19 | Approval of NMS ~ ~
Report O O

20 | Periodical Auditing of the ("j
RAJSWAN

21 | Submission of the Audited (") ("j
Report of RAJSWAN as
advised by Consultant

22 | Integration of SecLAN/Other I~ e
existing Networks  with O O
RajSWAN

5.17 User Acceptance Test (UAT) :

5.17.1 The Acceptance test shall include PIT, PAT and FAT. All Acceptance tests shall be

conducted by the purchaser or any agency designated by the purchaser. Detailed procedure
and stages when the PAT and FAT shall be conducted by the Purchaser or any designated
agency/representatives here in referred as UAT team shall be decided by the purchaser.
The RAJSWAN operator shall coordinate with purchaser or designated agency/nominees for
performing the acceptance testing. The following methodology will be adopted for carrying
out the acceptance testing for the RajSWAN:

1. The UAT team will under take the testing i.e. PIT/PAT/FAT as per the PIT/PAT/FAT
procedures approved by the purchaser covering software, hardware and networking,
including the processes relating to the design of the solution architecture, design of
systems and sub-systems, coding, testing, business process description,
documentation, version control, change management, security, service oriented
architecture, performance in relation to compliance with SLA metrics, interoperability,
scalability, availability and compliance with all the technical and functional
requirements of the RFP and the agreement etc.

The test reports shall have to be approved and accepted by the purchaser.

In case the test reports are not accepted by the purchaser and second or third or
more testing rounds are required, then in such cases, all cost and expenses of UAT
team shall be born by the RAJSWAN Operator for the subsequent testing rounds.
Although the cost of UAT team shall be borne by the purchaser for first round of
testing.

wnN

5.17.2 Acceptance Testing and System Audit Criteria: The primary goal of Acceptance Testing &

System Audit is to ensure that the project meets requirements, standards, specifications and
performance prescribed by the RFP and the UAT plan therefore the UAT Plans should also
include following aspects also:
a. Performance
Performance is a key requirement for the Project. The deployed solution is expected
to be a highly scalable solution, which is designed in a scale up/out model at each
layer. This will provide the foundation for future growth. The performance test
process will include the following activities.
i. Determination of performance metrics
ii. Designing performance tests
iii. Development of workload estimate
iv. Performance testing and sizing study
v. Identification of bottlenecks and providing solutions
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vi. Determining final performance figures
vii. Communication of final results to all stakeholders

Final output of this process would be a sizing guide for the solution tested. The sizing
guide will document the details of the performance tests, test data, bottlenecks
identified, alternate solutions provided, and the final performance data. This
document will provide the scalability data of the solution for various loads. This will
become an authentic guide for future scale up/out plans of the Project.

b. Availability
The test process will include the following activities-
a. Designing tests for high availability testing
b. Execution of high-availability tests
c. Assessment of transaction/data losses in relation to Disaster Recovery system
d. Communication of final results to all stakeholders

c. Security
Security certification process will include the following:
a. Audit of Network, Server and Application security mechanisms
b. Assessment of authentication mechanism provided in the application /components
/modules
c. Assessment of data encryption mechanism if any
d. Assessment of data access privileges, retention periods and archival mechanisms
Final output of this process would be a comprehensive audit report covering all the
Network, Server and Application security features incorporated in the RAJSWAN.

d. Manageability
Manageability Requirements of RAJSWAN project will be tested and certified for the
following:
a. Remote Monitoring of Status and Statistics of all high-level components
b. Management capability to start/ stop/ restart services & systems
c. Auto discovery of all components manageable through SNMP
d. Auto discovery of all other system components
e. Ability to track changes in configurations of the system components to help track
Service
f. System disruptions

Final output of this process would be a manageability compliance document for the
RAJSWAN system deployed.
e. Acceptance of supplied items.
This would include the location wise acceptance of followings i
i. Equipments/software/components supplied as per the Purchase Order
Il. Technical and functional conformity of all equipments/software/components
supplied as per the Purchase Order.
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CHAPTER-6

TECHNICAL ARCHITECTURE OF RAJSWAN

ogy selected for RajSWAN is Internet Protocol (IP)

The proposed Design has been divided into Three Layer Hierarchical

6.1 Conceptual Design: The technol
and all the data, voice and video communication/ services will be IP based.
6.1.1
Architecture as shown in the diagram below:-.
6.1.1.1 Router at SHQ will form the Tier-1 i.e. Core layer.
6.1.1.2 Router at DHQ will form the Tier-Il i.e. Distribution layer.
6.1.1.3 Router at BHQ will form the Tier-1ll i.e. Access layer.

RaJSWAN - Logical Layers 35555,, o
RENNAN Core Layer
VERTICAL SEGMENT R SHQ (SDC, Jaipur) Tier-1
1;’-.;’5
Primary Link - 4Mbps PTP LL R RN
Secondary Link- ISDN PRI x"‘
— A £ — ‘}, ‘ .
]-[ b e F] !‘ S :i B e
LT HIT s Distribution L.
THL | DHQ1 THNL] HQ2... T H Reason Layer
EJEI\&E il DHQ JE}E[!; T DHQ majj!a it DHQ32 Tier-2
Primary Link - 2Mbps PTP LL - “ 0 "
Secondary Link - ISDN PRl \ \
4 A
Access Layer
== Tier-3
BHO1 BHQ2 BHQ3 BHQ4 BHQn... BHQ250
" HORIZONTAL SEGMENT :
- SHQ (SDC, Jaipur) DHQN BHQN
T N .8
8 1 "‘<%ﬂm_ [N ES
2Mbps LL + PRI OFC + PRI / 64Kbps LS 64Kbps LL /
Bikaner A P D 2
House (Delhi) ’ < ! , ’Y ,Y
o e |
64Kbps LL 7 Collectorate  Horizontal  Horizontal Horizontal Horizontal
Office Office-1 Office-18 Office-1 Office-11

3 Horizontal
Office (Delhi)

& ,ﬁ» oy
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6.2

6.3

The hierarchically layered network architecture also brings the advantage of
hierarchical IP addressing which avoids the router to maintain and process
very large routing tables. This improves the overall performance of the
network. The hierarchical network also avoids the failure of the entire network
when a part of network fails.

Remote Access Server (RAS) connectivity will be made available at State HQ
for offering connectivity to Government functionaries.

Connectivity Diagram .ﬁ?
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— —
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6.4

Understanding the RajSWAN Layers

Layer

Coverage

Description

Core Layer

SHQ

The primary responsibilities of this layer shall be to forward the traffic at
very high speed, apply QoS parameters to meet desired service levels
for various applications, integrate network security, ensure high-
availability and the resiliency of the whole network etc.

Backbone router will be the heart of RajSWAN network, and will
facilitate in routing the data between the centralized Data center and
GoR offices connected on RajSWAN.

Distribution

Layer

DHQ

The primary responsibilities of this layer shall be aggregating traffic
coming from multiple access locations to the core, summarizing the
routes, applying QoS policies & integrated network security, acting as a
topology change isolation point.
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Access
Layer

BHQ anq network, performing network entry control and provide other edge
New Delhi . ; : - , ;
Offices services like QoS based forwarding of traffic; traffic accounting and

The primary responsibilities of this layer will be feeding traffic into the

policy based routing, network security enforcement.

6.5 Bandwidth Sizing & Calculations for RajSWAN

Following assumptions are made to arrive at WAN bandwidth requirements

E-Mitra

5 Kbps/ user

Mail & Messaging

4 Kbps / user

Video conferencing

384 Kbps / session

IP Telephony (uncompressed voice)

24 Kbps / voice channel

IP Telephony (compressed voice)

16 Kbps / voice channel

Internet Usage

10 Kbps / user

Other Applications

5 Kbps/user

6.6 Communication Flow:-

6.6.1 DHO to SHO Data/ Voice/ Video Communication Flow:-

Assumptions

6.6.1.1 For Video conferencing the bandwidth requirement is expected to be 384 Kbps.
6.6.1.2 10% of IP Phone users are expected as concurrent IP Phone Users, towards SHQ
therefore for 30 IP Phones at DHQ, 3 voice channels are recommended.
6.6.1.3 E-Mitra related server farms shall be located at DHQ and incremental updates of
databases located at DHQ shall flow to SHQ database server farms.
6.6.1.4 19 Horizontal Offices will connect to each DHQ over Wired connectivity. We are
assuming 15 users at each horizontal office.
S.No | Application/ | No. of | Concurrency | Required BW Total BW Remarks
Service Units (%) Channels | Required/ | Required
Channel (Kbps)
(Kbps)
Bandwidth requirement for Vertical POP Users
1 Video 1 100 1 384 384 Video Conferencing
2 Voice 30 10 3 24 72 IP Phones
3 E-Mitra 30 50 15 5 75 E-Mitra Kiosks
4 E-Mail 30 20 6 4 24
5 Internet 30 50 15 10 150 | Vertical POP Users
6 Other 30 50 15 5 75
Applications
(A) Total Bandwidth required for Vertical POP Users 780
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S.No. |Application/|No. Of| Concurrency | Required BW Total BW| Remarks
Service | Units (%) Channels | Required/ |Required
Channel | (Kbps)
(Kbps)
Bandwidth requirement for Horizontal Office Users
1 Internet 285 20 57 10 570
Horizontal
2 E-Malil 285 20 57 4 228 POP Users
3 Other | g5 50 142 5 710
Applications
(B) Total Bandwidth required for Horizontal POP Users| 1508

Total Bandwidth (A+B) required for Vertical and Horizontal PoP users shall be 2288 Kbps

(2Mbps approx.)

6.6.2 BHO to DHO Data/Voice/Video Communication Flow:-

Assumptions

6.6.2.1 For Video conferencing the bandwidth requirement is expected to be 384 Kbps. This
is envisaged as a future requirement.
6.6.2.2 20% of IP Phone users are expected as concurrent IP Phone Users, towards DHQ.
Therefore, for 10 IP Phones at Block office, 2 voice channels are recommended.
6.6.2.3 Maximum number of E-Mitra users expected at Block office is 30. 50% of E-Mitra
users are expected as concurrent E-Mitra users. E-Mitra related server farms should
be located at DHQ Office.
6.6.2.4 20% users will be concurrent users for Messaging/E-Mails.
6.6.2.5 5Kbps bandwidth is recommended per user for other applications.
6.6.2.6 11 Horizontal offices will connect to each BHQ over Wired connectivity. We are
assuming 15 users at each horizontal office.
S.No| Application/ |No. Of| Concurrency | Required BW Total BW Remarks
Service Units (%) Channels | Required/ |Required
Channel (Kbps)
(Kbps)
Bandwidth requirement for Vertical POP Users
1 Video 1 100 1 384 384 video
Conferencing
2 Voice 10 20 2 24 48 IP Phones
3 E-Mitra 30 50 15 5 75 E-Mitra Kiosks
4 Mails 20 20 4 16 _
Vertical POP
5 Internet 20 50 10 10 100 Users
6 Other 20 50 10 5 50
Applications
(A) Total Bandwidth required for Vertical POP Users| 673
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S.No| Application/ |No. Of| Concurrency | Required BW Total Remarks
Service Units (%) Channels | Required/ | BW
Channel |Require
(Kbps) |d(Kbps)
Bandwidth requirement for Horizontal POP Users
1 Internet 165 20 33 10 330 Horizontal Off
. orizontal Office
2 Mails 165 20 33 4 132 Users
3 Other 165 50 82 5 410
Applications
(B) Total Bandwidth required for Horizontal POP Users| 872

Total Bandwidth (A+B) required for Vertical and Horizontal POP users will be 1545 Kbps (up
to 2Mbps approx.)

6.7
6.7.1

6.7.1.1
6.7.1.2
6.7.1.3
6.7.2

6.7.2.1
6.7.2.2
6.7.2.3

6.7.2.4

6.7.2.5

6.7.2.6
6.7.2.7

6.7.2.8
6.7.2.9

6.8
6.8.1
6.8.2

6.8.3

6.9
6.9.1

RajCOMP

Functional Requirements of RajSWAN

The RajSWAN is proposed to serve to the people of the State, Departments and
different offices of GoR. The overall functional requirements of RajSWAN are:

To provide connectivity to GoR Offices and Departments.

To provide infrastructure services for all the GoR Departments and Offices.

To provide e-Governance services for G-2-G and G-2-C interfaces.

Connectivity and internetworking requirement:

Establish 4Mbps vertical connectivity from SHQ to all DHQs.

Establish 2Mbps vertical connectivity from each DHQ to its respective BHQs.
Establish 2Mbps horizontal connectivity from SHQ to One New Delhi office (Bikaner
House).

Establish 64/128/512Kbps/2Mbps horizontal connectivity from Three New Delhi
offices (Rajasthan House, Jodhpur House and Rajasthan Guest House) to Bikaner
House office at New Delhi.

Establish horizontal connectivity for GoR Offices at various levels (SHQ, DHQ and
BHQ) using Wired (OFC/ 64/128/512Kbps/2Mbps Leased Line) to be established at
respective Vertical PoPs (DHQs/ BHQSs).

Establish 16Mbps Internet connectivity at SHQ for GoR users.

Establish ISDN PRI/BRI connectivity at respective Vertical PoPs (SHQ, DHQs,
BHQs). ISDN PRI/ BRI links will be used as Backup Link in case the Primary link fails
at any Vertical POP.

Establish LAN connectivity (UTP CAT6) between RajSWAN PoP and CARISMA BTS.
Maintain availability of RajSWAN network and Internet, adhering QoS as per the
SLA.

Physical Network Design (Component Level)

High-end Router (Core Router), which supports high level of hardware and software
redundancy, is recommended at core layer i.e. at SHQ POP/ Tier-I.

Mid-range Router (Distribution Router), which supports basic level of hardware and
software redundancy, is recommended at distribution layer i.e. each DHQ POP/ Tier-
1.

Low-range Router (Access Router) is recommended at access layer i.e. each BHQ
POP/ Tier-lIl.

SHQ (Core of RajSWAN)

All the 4/2Mbps Leased Lines from DHQ and Bikaner House (New Delhi office)
terminating at SHQ would be provisioned through OFC based system (Ch-STM-1)
directly interfaced/ integrated to Ch-STM-1 interface of Core Router at SHQ using the
fiber patch cords.
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6.9.2

6.9.3

6.9.4

6.9.5
6.9.6

6.9.7
6.9.8

6.9.9
6.9.10
6.9.11
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ISDN PRI line(s) will be availed at SHQ for providing the ISDN backup connectivity
(secondary link) for DHQs, in case the primary vertical link fails. The ISDN PRI lines
will be provisioned on last mile as copper from the Bandwidth provider. These lines
will be terminated directly on the RAS at SHQ.

The RAS at SHQ will also be used for providing the remote accessibility to the

movable or high profile wusers of GoR,
Governor, Ministers, Secretaries and other officials.
Network Components at SHQ 1
— Datacenter Router to
Firewall STM-1 STM -1
P Core ‘ System
l. Switch
wa
1| (4 P A
== :
[wia] 41N :
RajaSthan ‘ Internet gi(lzn service
State Headquarter Router provider to
o : SHQ
T = Internet - V
«_Cloud
THQ \“J“x——f ¥
5 8
Pl o
M A [ ]
\ B @
THQ HQ sl L0 I L
Ll .\{ Lease line )
E— Cloud | |
THQ _—
o ) BSNL
District and Tehsil Headquarters| garvice Provider

Internet connectivity: Single point Internet connectivity (Internet Gateway at SHQ) is
suggested for RajSWAN for centralized manageability, access control and security.
Proxy server will be used to provide the Internet access to all the users.

NIC network connectivity is already available at SHQ.

Protecting integrity and confidentiality of data/ information of GoR, and securing the
same from internal as well as external threats. Suitable security arrangements will be
done by using state of the art high-end Firewalls and Intrusion Prevention Systems
(IPS).

Network devices and link monitoring will be done by using a centralized NMS.

Help Desk Management System (HDMS) will be used for tracking the support and
incident calls and subsequent procedures/ activities.

IP-PBX will be installed for voice communication on the RajSWAN network.
Multipoint Control Unit (MCU) will be deployed for Video-conferencing purpose.

Authentication Server will be deployed for protecting the network from unauthorized
access by any user to any resource.
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6.9.12 Enterprise level Anti-Virus Server solution will be deployed for protecting the entire
network from Viruses, SPAM etcé

6.10 DHQ (Distribution POP)

6.10.1 DHQ POP is the most important node of RajSWAN. It will provide network
connectivity/ interface to SHQ POP and BHQ PoPs.

6.10.2 All the 4Mbps Leased Lines from DHQ & 2Mbps lines from respective BHQs would

be provisioned through OFC based system (Ch-STM-1) directly interfaced/ integrated
to Ch-STM-1 interface of SHQ/ DHQ Router using the fiber patch cords.

6.10.3 All the Wired Links from horizontal offices will terminate at respective DHQ POP.

6.10.4 ISDN PRI lines will be availed at DHQ for providing the ISDN Backup connectivity
(Secondary Link) to SHQ, in case the primary link fails. The ISDN PRI lines will be
provisioned on last mile as copper from the Bandwidth Provider. ISDN lines will be

directly integrated to routerb6s PRI i nter
6.10.5 Enterprise level Anti-Virus Client solution will be deployed for protecting the entire
net work from Viruses, SPAM etcé
6.11 BHQ (Access Node)
6.11.1 All the 2Mbps Leased Line from DHQ, terminating at BHQ will be provisioned either

of conventional Leased Lines or MLLN from the Bandwidth Provider depending on
the media availability.

6.11.2 All the Wired Links from horizontal offices will terminate at respective BHQ POP.

6.11.3 ISDN PRI lines will be availed at BHQ for providing the ISDN Backup connectivity
(Secondary Link) to DHQ, in case the primary link fails. The ISDN PRI lines will be
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